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Samba Server Administration

Course Contents

1. An Introduction of Samba Server
1.1. Installation of Samba Server
1.2. Configuration Files
1.3. Adding Samba Users
1.4. smbd and nmbd Daemons

2. Exploring Samba Configuration files
2.1. smbpasswd, smbusers and smb.conf
2.2. Global Sections and Share Section in smb.conf
2.3. File and Print Services
2.4. Testing of smb.conf and testparm

3. Configuring Samba Server For Resource Sharing
3.1. Discussion of Default Shares
3.2. Sharing of Directories
3.3. Sharing of Selected Printers
3.4. Home Directory Share Issues

4. Configuring Samba Clients
4.1. Using smbclient and CIFS with mount
4.2. Sending Print jobs From a Windows Machine
4.3. Utilities for Samba Statistics
4.4, Accessing A Windows Share From Linux Machine

5. Samba Server Security
5.1. IP Based Security
5.2. Share level Security
5.3. Security for Users and Groups
5.4. write list and create mask

6. Unix/Windows Filesystem issues
6.1. Changing Default File and Directory Permissions
6.2. Links and Hidden files
6.3. Forcing the Attributes Like User
6.4. Auditing File Access
6.5. Recyclebin Emulation

7. Samba Configuration with Web Browser
7.1. Samba Web Administration Tool
7.2. xinetd and swat
7.3. swat configuration
7.4. swat Restrictions

8. MS ADS Authentication for Samba
8.1. ADS preparation for Samba

. Winbind and Samba

. Kerberos preparation for Winbind

. Winbind Authentication

. Joining Samba to AD Domain
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9. Samba Authentication Server Terminology
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. netbios Name and Workgroup

. WINS and Browsers

. Local, Domain and Preferred Master Browsers
. OS levelSamba Primary Domain Controllers

. Authentication Server for Windows

. Storing Users Profiles

. Storing Logon Scripts

. Home Directory mapping
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10. LDAP and Samba Servers
10.1. Samba Authenticating from LDAP Server
10.2. LDAP Schema for Samba Servers
10.3. Adding Samba Users to LDAP Server



