Implementing the NIST Cybersecurity Framework Using COBIT® 5

e Module 1: Introduction

e Module 2: COBIT 5 Review

e Module 3: Overview to the Cybersecurity Framework (CSF)

e Module 4: Cybersecurity Framework (CSF) Structure

e Module 5: Phase 1 (Step 1 Prioritize and Scope)

o Module 6: Phase 2 (Steps 2 Create a Current Profile & Step 3 Create a Current Profile)
e Module 7: Phase 3 (Steps 4 Conduct a Risk Assessment & Step 5 Create a Target Profile)
e Module 8: Phase 4 (Step 6 Determine, Analyze, and Prioritize Gaps)

e Module 9: Phase 5 (Step 7 Implement Action Plan)

e Module 10: Phases 6 (CSF Action Plan Review) & Phase 7 (CSF Life Cycle Management)
e Module 11: Mock exam and review

e Exam - Implementing NIST Cybersecurity Framework Using COBIT 5



