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l. Detailed agenda of the training course

Day 1 Foundations of Al and data analysis

Section 1: Training course objectives and Structure .........ccccccccceeeeeeeeeeveeeiiinnnnnnn. 4
e General information

e Educational approach

e Agenda of the training course

e Learning objectives

e Examination and certification

e About PECB

Section 2: Fundamental concepts and principles of artificial intelligence ...... 16
e Atrtificial intelligence

e History of Al

e Machine learning

e Deep learning

e Neural networks

e Knowledge in Al

e Cognitive, semantic, and soft computing

e Al systems

e Al principles

Section 3: Data analysis and visualization ...........ccccvvviviiiiii e 48
e Data analysis

e Data virtualization

e Ethical considerations in data analysis

e Principles of design, color theory, and visual perception

e Popular data visualization tools

Day 2 Machine learning

Section 4: Foundations of data science and machine learning .............ccccceeeue. 3
e Introduction to data science

e What is machine learning?

e Key concepts: models, algorithms, and trainings

e Different types of datatypes

e “No-Free Lunch” theorem
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Section 5: Machine learning WOrkKflOW .........cooiiiiiiiiiiiiii e 23
e Understanding machine learning workflow

e Problem definition and goal setting

e Data collection

e Exploratory data analysis (EDA)

e Data cleaning and preprocessing

e Festure engineering

e Modeling and evaluation

e Deployment and monitoring

Section 6: Supervised [€arniNg ... 40
e Introduction and overview of supervised learning

e Linear regression

e Logistic regression

e K-Nearest neighbors (KNN)

e Evaluating supervised learning models

Section 7: Unsupervised [€arning .......ccccoooouiiimiiiiii e 66
e Unsupervised learning

e Exploring clustering algorithms

e Association rule learning

e Evaluating clustering results

Section 8: Advanced ML and borader applications ..........cccccevvveviviiiiiiieeeeeeennnnns 75
e Introduction to reinforcement learning and applications

e Introduction to neural networks

e Self-supervised learning

e Introduction to time series analysis

e Recommender systems

e Anomaly detection

e ML case studies
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Day 3 Deep Learning

Section 9: Foundations of deep 1 €arning .........ccccccuueummimmmimiiiiiiaes 3

e From machine learning to deep learning

e The biological inspiration: Neurons and perceptron

e Feedforward neural networks: Structure and operation
e Activation functions and their role

e Loss functions: Measuring model error

e Gradient descent and optimization

e Backpropagation: How networks learn

e Overfitting, regularization, and dropout

e The deep learning workflow

Section 10: Core deep learning architeCtures ...........cccooooiiiiiiiiiiiiiis 15
e Multilayer perceptron (MLP)

e Convolutional neural networks (CNNSs)

e How CNNs learn

e Recurrent neural networks (RNNs) and sequence modeling
e The vanishing gradient problem

e Long short-term memory (LSTM) networks

e The attention mechanism: Concept and motivation

e The transformer architecture: Encoder and decoder

e Self-attention and multi-head attention

e Pretraining and fine-tuning

Section 11: Generative arChiteCtUIES ........ovvviiiii i 25
e Generative models vs. discriminative models

e Types of generative models

e Autoencoders: Encoder, bottleneck, and decoder
e Applications of autoencoders

e Variational autoencoders (VAES)

e Generative adversarial networks

e How GANSs learn: The adversarial training process
e Challenges in GAN training

e Diffusion models

e Comparing generative architectures

Section 12: COMPULET VISION ouuuiuiiii i i e e e e e e e e e e e e e e eeenaan 39
e Computer vision

e Image representation: Pixels, grayscale, and RGB

e Image preprocessing: Resizing, normalization, and augmentation
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e Classic computer vision techniques

e Template matching and morphological operations
e The computer vision model pipeline

e Deep learning in computer vision

e Vision transformers (ViTs)

e Self-supervised learning in computer vision

e Challenges and ethical considerations

Section 13: Deep learning in applied dOmMains .........ccccooiiiiiiiiiiiiiee 51
e Whatis deep learning?

e Neurons, layers, and activation functions

e Forward pass and backpropagation

e Regularization

e Initialization and normalization

e Optimizers

e Loss functions types

e Performance monitoring

e GPU and hardware considerations

Section 14: Deep learning architectures and advanced techniques ................ 68
e Deep learning in healthcare: Early detection and diagnostic imaging

e Case study: Al-powered medical imaging

e Deep learning in autonomous vehicles

e Case study: Tesla neural networks

e Deep learning in robotics: Perception, SLAM, and decision-making

e Deep learning limitations and common failure modes

e Looking ahead: From deep learning to language models

Day 4 NLP, LLMs, RAG and Al Governance

Section 15: Natural Language ProCeSSIiNG ....ccociieeeiiiiiiiiiiiiieeeeeeeeeeiiiie s e e e e e eeeenannns 3
e What Is Natural Language Processing?

e The NLP Pipeline: From Text to Meaning

e Text Preprocessing: Tokenization and Normalization
e Stemming and Lemmatization

e Stopwords and basic filtering

e N-Gram Models and Statistical Language Modeling
e Part-of-speech (POS) tagging

e Named entity recognition (NER)

e Text Classification and Sentiment Analysis

e NLP Applications
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Section 16: Large Language MOAEIS .........uuuuiiiiiiiiiiiiiiiiiiiii e 12

From Transformers to Large Language Models
Scale and Emergence: What Changes at LLM Scale
Pre-Training: Learning from Massive Text Corpora
Instruction Tuning and RLHF

Prompt Engineering: Principles and Patterns
In-Context Learning and Few-Shot Prompting

LLM Capabilities and Limitations

Open-Source vs. Proprietary LLMs
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Section 17: Retrieval-Augmented Generation ..............ueeiiiieeiiieeeiiiiiieeeeeeeeeeennens 21
e The Problem RAG Solves

e The RAG Architecture

e Embedding Models and Semantic Search

e Chunking, Indexing, and Retrieval Strategies

e Vector Databases

e Building a RAG Pipeline

e Evaluating RAG Systems

e RAG in Enterprise Applications: Use Cases

e Case Study - Morgan Stanley Al

Section 18: AQeNtiC Al SYSTEIMS .....uiiiiiii e 34
e What Is an Agentic Al System?

e The Agent Loop: Perceive, Plan, Act, Observe

e Tool Use and Function Calling

e Agent Architectures: ReAct, Plan-and-Execute, and Multi-Step Reasoning

e Memory in Agents: Short-Term, Long-Term, and External Memory

e Multi-Agent Systems and Orchestration

e Al Coding Agents: Capabilities and Architecture

e Claude Code: Skills, Agents, and Subagents

e Claude Code and Codex - Practical Guidance
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e Promp injection

e Sensitive information disclosure

e Supply chain vulnerability

e Data and model poisoning

e Improper output habdling

e Excessive agency

e System promt leakage

e Vector and embedding weaknesses
e Misinformation

e Deepfake

SECHION 20: Al ELNICS .uiiiiiiiiiiiiiiiiiii e 61
e Ethical Al design

e Bias and fairness in Al

e Accountability, transparency, and interpretability of Al models

Section 21: Al governance and Strategy ....coooveeviiiieiiiiiiiiee e 77
e Al governance and strategy
e Strategic Al implementation
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e Al project management and implementation
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Section 22: Closing of the training COUISE ........cccoiiiiiiiiiiii e 98
e CAIP training course — Requirements summary

e Attestation of course completion

e PECB certificate program process

e Other PECB services

e Other PECB training courses

Day 5 Certification exam
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I. Standards cited in this training course

e ISO/IEC 22989:2022, Information technology — Artificial intelligence — Artificial
intelligence concepts and terminology
e EU Artificial Intelligence Act
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IV. List of acronyms

Adam: Adaptive Moment Estimation

AGI: Artificial General Intelligence

Al: Artificial Intelligence

AMF: Annual Maintenance Fee

ANAB: ANSI National Accreditation Board

ANNSs: Artificial Neural Networks

API: Application Programming Interface

ARIMA: Autoregressive Integrated Moving Average
AutoML: Automated Machine Learning

BART: Bidirectional and Auto-Regressive Transformer
BEC: Business Email Compromise

BERT: Bidirectional Encoder Representations from Transformers
BiLSTM: Bidirectional Long Short-Term Memory
BoW: Bag of Words

CAIP: Certified Artificial Intelligence Professional
CBOW: Continuous Bag of Words

CCPA: California Consumer Privacy Act

CI/CD: Continuous Integration and Continuous Delivery/Deployment
CMMC: Cybersecurity Maturity Model Certification
CNN: Convolutional Neural Networks

CoT: Chain-of-Thought

CPD: Continuing Professional Development

CPU: Central Processing Unit

CRF: Conditional Random Fields

DBSCAN: Density-Based Spatial Clustering of Applications with Noise
DP: Deep Learning

DSRPAI: Dartmouth Summer Research Project on Atrtificial Intelligence
EDA: Exploratory Data Analysis

FDA: Food and Drug Administration

FN: False Negative

FNN: Feed-Forward Neural Network

FP: False Positive

FTC: Federal Trade Comission

GAN: Generative Adversarial Network

GDPR: General Data Protection Regulation

GloVe: Global Vectors for Word Representation

GPT: Generative Pre-trained Transformer

GPT-2: Generative Pre-trained Transformer 2

GPT-3: Generative Pre-trained Transformer 3

GPT-4: Generative Pre-trained Transformer 4

GPU: Graphics Processing Unit

GRU: Gated Recurrent Units
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HCI: Human-Computer Interaction

HMM: Hidden Markov Models

HOG: Histogram of Oriented Gradients

HRI: Human-robot interaction

HTML: Hyper Text Markup Language

IBM: International Business Machines Corporation
IEC: International Electrotechnical Commission

IEEE: Institute of Electrical and Electronics Engineers
IMUs: Inertial Measurement Unit

IQ: Intelligence Quotient

IQR: Interquartile Range

ISO: International Organization for Standardization
KNN: K-Nearest Neighbors

KPI: Key Performance Indicators

LiDAR: Light Detection and Ranging

LightGBM: Light Gradient-Boosting Machine

LIME: Local Interpretable Model-agnostic Explanations
LLM: Large Language Models

LOOCV: Leave-One-Out Cross-Validation

LSTM: Long Short-Term Memory

MAE: Mean Absolute Error

MIT: Massachusetts Institute of Technology

ML: Machine Learning

MLE: Maximum Likelihood Estimation

MLP: Multilayer Perceptron

MRI: Magnetic Resonance Imaging

MRNA: Messenger Ribonucleic Acid

MSE: Mean Squared Error

NASA: National Aeronautics and Space Administration
NER: Named Entity Recognition

NIST: National Institute of Standards and Technology
NLP: Natural Language Processing

NLTK: Natural Language Toolkit

NMT: Neural Machine Translation

OECD: Organisation for Economic Co-operation and Development
OWASP: Open Worldwide Application Security Project
PCA: Principal Component Analysis

PECB: Professional Evaluation and Certification Board
POS: Part-of-Speech

QA: Question Answering

RAG: Retrieval Augmented Generation

RBM: Restricted Boltzmann Machines

R-CNN: Region-based Convolutional Neural Networks
ReLU: Rectified Linear Unit
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ResNet: Residual Network

RFE: Recursive Feature Elimination

RGB: Red, Green, and Blue

RL: Reinforcement Learning

RLHF: Reinforcement Learning from Human Feedback
RMSE: Root Mean Square Error

RMSProp: Root Mean Square Propagation

RNN: Recurrent Neural Networks

ROI: Return on Investment

ROS: Robot Operating Systems

ROUGE: Recall-Oriented Understudy for Gisting Evaluation
SAS: Statistical Analysis System

SBOM: Secure Software Bill of Materials

SGD: Stochastic Gradient Descent

SHAP: SHapley Additive exPlanations

SIFT: Stop and Reflect, Investigate the Source, Find Reliable Coverage, and Trace
the Claim

SLAM: Simultaneous Localization and Mapping
SMOTE: Synthetic Minority Over-sampling Technique
SMT: Statistical Machine Translation

SPSS: Statistical Package for Social Science

SQL: Structured Query Language

SSD: Single Shot Multibox Detector

SSL: Self-Supervised Learning

SURF: Speeded Up Robust Features

TF-IDF: Term Frequency-Inverse Document Frequency
TN: True Negative

T-NLG: Turing Natural Language Generation

TP: True Positive

TPU: Tensor Processing Unit

t-SNE: T-Distributed Stochastic Neighbor Embedding
UMAP: Uniform Manifold Approximation and Projection
UNESCO: United Nations Educational, Scientific and Cultural Organization
USD: United States Dollar

VAE: Variational Autoencoders

VGGNet: Visual Geometry Group Network

ViTs: Vision Transformers

VQA: Visual Question Answering

XAl: Explainable Atrtificial Intelligence

XGBoost: Extreme Gradient Boosting

XOR: Exclusive Or

YOLO: You Only Look Once
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