o
I<OENIG ok,
e W

KOENIG SOLUTIONS - COURSE OUTLINE

MS-4002: Prepare Security
and Compliance to Support
Microsoft 365 Copilot

Learn to prepare security, compliance and access controls in
Microsoft 365 to support Copilot deployment and extensibility.

1Day 7

DURATION MODULES

COURSE OVERVIEW

This course is designed to prepare students to take the corresponding Applied Learning Skills, APL-4002:
Prepare security and compliance to support Microsoft 365 Copilot. This one-day course is composed of a
single Learning Path: LP1: Prepare security and compliance to support Microsoft 365 Copilot. Module 1
explores how to implement Microsoft 365 Copilot. You learn how to prepare data searches for Copilot, how to
assign Microsoft 365 Copilot licenses, and how to drive Copilot adoption. You’re also introduced to the basic
components of Microsoft 365 Copilot extensibility. This module is reused from the old MS-4006 course
(Microsoft 365 Copilot for Administrators), which has been retired and is being replaced with this new MS-
4002 course. Modules 2 through 6 are existing published training content from the MS-102 (Microsoft 365
Administrator) course. We selected key modules and labs from MS-102 that focus on data security and
compliance in Microsoft 365. Since Microsoft 365 Copilot is integrated into Microsoft 365, it adheres to all
existing privacy, security, and compliance commitments to Microsoft 365 commercial customers. So rather
than reinvent the wheel with all new training content, this course reuses the key MS-102 training content
related to data security and compliance. The final Module 7 is reused from MS-4017 (Manage and extend
Microsoft 365 Copilot). This module covers, among several topics, how to create a connection between a data

source and a Microsoft Graph connector, which is one of the focuses of APL-4002.

WHO THIS COURSE IS FOR PREREQUISITES

. .. Audi isit
Microsoft 365 Administrators uaience prerequisites

m Optionally completed a role-based administrator
Security Administrators course such as Messaging, Teamwork, Security and

Compliance, or Collaboration.

Compliance Administrators IT Professionals = Basic functional experience with Microsoft

. . 365 services.
Copilot Administrators
= A proficient understanding of general IT practices.
= Aworking knowledge of PowerShell.

= Basic understanding of Microsoft 365 Copilot.
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COURSE SYLLABUS

7 Modules

Implement Microsoft 365 Copilot

Manage Secure User Access in Microsoft 365

Manage Permissions, Roles, and Role Groups in Microsoft 365

Deploy Microsoft 365 Apps for Enterprise

Implement Microsoft Purview Data Loss Prevention

Implement Sensitivity Labels

Manage Microsoft 365 Copilot Extensibility
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WHAT IS INCLUDED

Everything You Need to Succeed

= Koenig course material for every module m Hands-on exercises throughout the course
= Delivery by certified instructors and subject = Course completion certificate from Koenig
matter experts

ABOUT KOENIG

Who We Are

Established in 1993, Koenig Solutions is a globally recognised training provider with 35+ technology partnerships,
5,000+ training programmes and a network of certified instructors and subject matter experts, supporting
individuals and enterprise teams worldwide.

FLEXIBLE DELIVERY

Learn the Way That Suits You

Classroom Training Live Online Classes (ILO) Fly-Me-A-Trainer (FMAT) Flexi (Self-Paced) 1-on-1 Training

Ready to Get Started?

Talk to a learning advisor about schedules, group training and customised delivery.

Visit koenig-solutions.com & info@koenig-solutions.com
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