
K O E N I G  S O L U T I O N S  ·  C O U R S E  O U T L I N E

SC-100T00: Microsoft
Cybersecurity Architect
Learn to design Zero Trust, governance, infrastructure, data and application
security strategies across hybrid and multi-cloud environments.

4 Days
3 2  H O U R S

4
M O D U L E S

52
T O P I C S

C O U R S E  O V E R V I E W

The SC-100T00: Microsoft Cybersecurity Architect course is an in-depth training program designed to equip

learners with the skills necessary to design and implement a robust cybersecurity architecture within their
organizations. Module 1 lays the foundation, focusing on creating a comprehensive security strategy that

aligns with the Zero Trust model, encompassing Security operations, and Identity security strategies,

including considerations for Hybrid and multi-cloud environments. Module 2 dives into Governance Risk
Compliance (GRC), where participants learn to design Regulatory compliance strategies and assess security

postures to effectively manage risk. Module 3 targets infrastructure security, teaching learners to develop

protective strategies for server, client endpoints, and cloud services (SaaS, PaaS, IaaS). Finally, Module 4
concentrates on safeguarding data and applications, guiding through the specification of Security

requirements for applications and the formulation of Data security strategies. This comprehensive course

ensures that learners emerge with the capability to architect and oversee a strong cybersecurity framework,

addressing current and evolving threats and compliance needs.

W H O  T H I S  C O U R S E  I S  F O R

Targeted job roles and audience for the course include:

Cybersecurity Architects Security Engineers IT Security Consultants

Information Security Analysts Infrastructure Architects with a focus on security

Cloud Security Specialists Compliance Officers Risk Management Analysts

System Administrators with a focus on security Network Security Engineers

Security Operations Center (SOC) personnel Enterprise Architects

IT Professionals aiming to specialize in cybersecurity architecture

Technical Decision Makers with a responsibility for security solutions
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L E A R N I N G  O B J E C T I V E S

What You Will Learn

Design a Zero Trust security strategy and architecture

Evaluate a security operations strategy for
incident management

Design an identity security strategy for hybrid and
multi-cloud

Design a regulatory compliance strategy

Evaluate security posture and recommend
risk mitigations

Design a strategy for securing server and
client endpoints

Design a strategy for securing SaaS, PaaS, and
IaaS services

Specify security requirements for applications
and data
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C O U R S E  S Y L L A B U S

4 Modules, 52 Topics

01

Design a Zero Trust Strategy and Architecture
B U I L D  A N  O V E R A L L  S E C U R I T Y  ST R AT E G Y
A N D  A R C H I T E C T U R E

D E S I G N  A  S E C U R I T Y  O P E R AT I O N S  ST R AT E G Y

D E S I G N  A N  I D E N T I T Y  S E C U R I T Y  ST R AT E G Y  ( I N C LU D E S
H Y B R I D  A N D  M U LT I - C LO U D )

Identify the integration points in an architecture by
using Microsoft Cybersecurity Reference
Architecture (MCRA)

Translate business goals into
security requirements

Translate security requirements into technical
capabilities, including security services, security
products, and security processes

Design security for a resiliency strategy

Integrate a hybrid or multi-tenant environment
into a security strategy

Develop a technical and governance strategy for
traffic filtering and segmentation

Design a logging and auditing strategy to support
security operations

Develop security operations to support a hybrid or
multi-cloud environment

Design a strategy for SIEM and SOAR

Evaluate security workflows

Evaluate a security operations strategy for incident
management lifecycle

Evaluate a security operations strategy for sharing
technical threat intelligence

Design a strategy for access to cloud resources

Recommend an identity store (tenants, B2B,
B2C, hybrid)

Recommend an authentication strategy

Recommend an authorization strategy

Design a strategy for conditional access

Design a strategy for role assignment
and delegation

Design security strategy for privileged role access
to infrastructure including identity-based firewall
rules, Azure PIM

Design security strategy for privileged activities
including PAM, entitlement management, cloud
tenant administration
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02

Evaluate Governance Risk Compliance (GRC) Technical
Strategies and Security Operations Strategies
D E S I G N  A  R E G U L ATO R Y  CO M P L I A N C E  ST R AT E G Y

E V A LU AT E  S E C U R I T Y  P O ST U R E  A N D  R E CO M M E N D  T E C H N I C A L  ST R AT E G I E S  TO  M A N A G E  R I S K

03

Design Security for Infrastructure
D E S I G N  A  ST R AT E G Y  F O R  S E C U R I N G  S E R V E R  A N D  C L I E N T  E N D P O I N TS  ( I N C LU D E S  H Y B R I D  A N D  M U LT I - C LO U D )

D E S I G N  A  ST R AT E G Y  F O R  S E C U R I N G  S A A S ,  PA A S ,  A N D  I A A S  S E R V I C E S

Interpret compliance requirements and translate into specific technical capabilities (new or existing)

Evaluate infrastructure compliance by using Microsoft Defender for Cloud

Interpret compliance scores and recommend actions to resolve issues or improve security

Design implementation of Azure Policy

Design for data residency requirements

Translate privacy requirements into requirements for security solutions

Evaluate security posture by using benchmarks (including Azure security benchmarks, ISO 2701, etc.)

Evaluate security posture by using Microsoft Defender for Cloud

Evaluate security posture by using Secure Scores

Evaluate security posture of cloud workloads

Design security for an Azure Landing Zone

Interpret technical threat intelligence and recommend risk mitigations

Recommend security capabilities or controls to mitigate identified risks

Specify security baselines for server and client endpoints

Specify security requirements for servers, including multiple platforms and operating systems

Specify security requirements for mobile devices and clients, including endpoint protection, hardening,
and configuration

Specify requirements to secure Active Directory Domain Services

Design a strategy to manage secrets, keys, and certificates

Design a strategy for secure remote access

Specify security baselines for SaaS, PaaS, and IaaS services

Specify security requirements for IoT workloads

Specify security requirements for data workloads, including SQL, Azure SQL Database, Azure Synapse, and
Azure Cosmos DB

Specify security requirements for web workloads, including Azure App Service

Specify security requirements for storage workloads, including Azure Storage

Specify security requirements for containers

Specify security requirements for container orchestration
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04

Design a Strategy for Data and Applications
S P E C I F Y  S E C U R I T Y  R E Q U I R E M E N TS  F O R  A P P L I C AT I O N S

D E S I G N  A  ST R AT E G Y  F O R  S E C U R I N G  D ATA

W H A T  I S  I N C L U D E D

Everything You Need to Succeed

A B O U T  K O E N I G

Who We Are

Established in 1993, Koenig Solutions is a globally recognised training provider with 35+ technology partnerships,
5,000+ training programmes and a network of certified instructors and subject matter experts, supporting
individuals and enterprise teams worldwide.

F L E X I B L E  D E L I V E R Y

Learn the Way That Suits You

Classroom Training Live Online Classes (ILO) Fly-Me-A-Trainer (FMAT) Flexi (Self-Paced) 1-on-1 Training

Specify priorities for mitigating threats to applications

Specify a security standard for onboarding a new application

Specify a security strategy for applications and APIs

Specify priorities for mitigating threats to data

Design a strategy to identify and protect sensitive data

Specify an encryption standard for data at rest and in motion

Koenig course material for every module

Delivery by certified instructors and subject
matter experts

Hands-on exercises throughout the course

Course completion certificate from Koenig

Ready to Get Started?
Talk to a learning advisor about schedules, group training and customised delivery.

Visit koenig-solutions.com info@koenig-solutions.com
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