
K O E N I G  S O L U T I O N S  ·  C O U R S E  O U T L I N E

AZ-104T00-A: Microsoft
Azure Administrator
Learn to manage Azure identities, storage, compute, networking
and monitoring across a range of administrative tasks.

4 Days
3 2  H O U R S

5
M O D U L E S

81
T O P I C S

C O U R S E  O V E R V I E W

Embark on a journey to master cloud administration with our AZ-104T00-A: Microsoft Azure Administrator

course. This comprehensive Azure 104 course equips you with the essentials of Azure Active Directory,
governance, and Azure administration, ensuring you can manage identities, compliance, and resources

effectively. Delve into virtual networking and intersite connectivity to maintain robust and secure network

infrastructures. Learn to optimize network traffic and Azure storage solutions and gain hands-on experience
managing Azure Virtual Machines. Explore serverless computing with Azure services and bolster your skills in

data protection and monitoring. With our Azure 104 online training, you’ll apply these concepts in real-world

scenarios, preparing you for challenges in the Azure ecosystem.

W H O  T H I S  C O U R S E  I S  F O R

The AZ-104T00-A course is designed for professionals managing Azure environments, focusing on configuration, governance,
and administration.

Systems Administrators IT Professionals with Azure experience Cloud Solutions Architects

DevOps Engineers Network Engineers Security Engineers

Professionals preparing for the Microsoft Azure Administrator certification

L E A R N I N G  O B J E C T I V E S

Manage Microsoft Entra users, groups and licenses

Assign and interpret Azure role-based access

Implement Azure Policy, resource locks and tags

Configure storage account access and encryption

Configure Azure Files and Blob Storage tiers

Deploy resources using ARM templates or Bicep files

Create and configure virtual machines and scale sets

Configure virtual networks, NSGs and load balancing
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C O U R S E  S Y L L A B U S

5 Modules, 81 Topics

01 20-25%

Manage Azure Identities and Governance
M A N A G E  M I C R O S O F T  E N T R A  U S E R S  A N D  G R O U P S

M A N A G E  A CC E S S  TO  A Z U R E  R E S O U R C E S

M A N A G E  A Z U R E  S U B S C R I P T I O N S  A N D  G O V E R N A N C E

02 15-20%

Implement and Manage Storage
CO N F I G U R E  A CC E S S  TO  STO R A G E CO N F I G U R E  A N D  M A N A G E  STO R A G E  A CCO U N TS

CO N F I G U R E  A Z U R E  F I L E S  A N D  A Z U R E  B LO B  STO R A G E

Create users and groups

Manage user and group properties

Manage licenses in Microsoft Entra ID

Manage external users

Configure self-service password reset (SSPR)

Manage built-in Azure roles

Assign roles at different scopes

Interpret access assignments

Implement and manage Azure Policy

Configure resource locks

Apply and manage tags on resources

Manage resource groups

Manage subscriptions

Manage costs by using alerts, budgets, and Azure
Advisor recommendations

Configure management groups

Configure Azure Storage firewalls and
virtual networks

Create and use shared access signature
(SAS) tokens

Configure stored access policies

Manage access keys

Configure identity-based access for Azure Files

Create and configure storage accounts

Configure Azure Storage redundancy

Configure object replication

Configure storage account encryption

Manage data by using Azure Storage Explorer
and AzCopy

Create and configure a file share in Azure Storage

Create and configure a container in Blob Storage

Configure storage tiers

Configure snapshots and soft delete for Azure Files

Configure blob lifecycle management

Configure blob versioning
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03 20-25%

Deploy and Manage Azure Compute Resources
A U TO M AT E  D E P LOY M E N T  O F  R E S O U R C E S  U S I N G
A Z U R E  R E S O U R C E  M A N A G E R  ( A R M )  T E M P L AT E S  O R
B I C E P  F I L E S

C R E AT E  A N D  CO N F I G U R E  V I R T U A L  M A C H I N E S

P R O V I S I O N  A N D  M A N A G E  CO N TA I N E R S  I N  T H E
A Z U R E  P O R TA L

C R E AT E  A N D  CO N F I G U R E  A Z U R E  A P P  S E R V I C E

Interpret an Azure Resource Manager template or a
Bicep file

Modify an existing Azure Resource
Manager template

Modify an existing Bicep file

Deploy resources using an Azure Resource
Manager template or a Bicep file

Export a deployment as an Azure Resource
Manager template or convert an Azure Resource
Manager template to a Bicep file

Create a virtual machine

Configure Azure Disk Encryption

Move a virtual machine to another resource group,
subscription, or region

Manage virtual machine sizes

Manage virtual machine disks

Deploy virtual machines to availability zones and
availability sets

Deploy and configure Azure Virtual Machine
Scale Sets

Create and manage an Azure container registry

Provision a container using Azure
Container Instances

Provision a container using Azure Container Apps

Manage sizing and scaling for containers,
including Azure Container Instances and Azure
Container Apps

Provision an App Service plan

Configure scaling for an App Service plan

Create an App Service

Configure certificates and Transport Layer Security
(TLS) for an App Service

Map an existing custom DNS name to an
App Service

Configure backup for an App Service

Configure networking settings for an App Service

Configure deployment slots for an App Service
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04 15-20%

Implement and Manage Virtual Networking
CO N F I G U R E  A N D  M A N A G E  V I R T U A L  N E T W O R KS
I N  A Z U R E

CO N F I G U R E  S E C U R E  A CC E S S  TO  V I R T U A L  N E T W O R KS

CO N F I G U R E  N A M E  R E S O LU T I O N  A N D  LO A D  B A L A N C I N G

05 10-15%

Monitor and Maintain Azure Resources
M O N I TO R  R E S O U R C E S  I N  A Z U R E

I M P L E M E N T  B A C K U P  A N D  R E CO V E R Y

Create and configure virtual networks and subnets

Create and configure virtual network peering

Configure public IP addresses

Configure user-defined network routes

Troubleshoot network connectivity

Create and configure network security groups
(NSGs) and application security groups

Evaluate effective security rules in NSGs

Implement Azure Bastion

Configure service endpoints for Azure platform as
a service (PaaS)

Configure private endpoints for Azure PaaS

Configure Azure DNS

Configure an internal or public load balancer

Troubleshoot load balancing

Interpret metrics in Azure Monitor

Configure log settings in Azure Monitor

Query and analyze logs in Azure Monitor

Set up alert rules, action groups, and alert processing rules in Azure Monitor

Configure and interpret monitoring of virtual machines, storage accounts, and networks using Azure
Monitor Insights

Use Azure Network Watcher and Connection Monitor

Create a Recovery Services vault

Create an Azure Backup vault

Create and configure a backup policy

Perform backup and restore operations using Azure Backup

Configure Azure Site Recovery for Azure resources

Perform a failover to a secondary region using Site Recovery

Configure and interpret reports and alerts for backups
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W H A T  I S  I N C L U D E D

Everything You Need to Succeed

A B O U T  K O E N I G

Who We Are

Established in 1993, Koenig Solutions is a globally recognised training provider with 35+ technology partnerships,
5,000+ training programmes and a network of certified instructors and subject matter experts, supporting
individuals and enterprise teams worldwide.

F L E X I B L E  D E L I V E R Y

Learn the Way That Suits You

Classroom Training Live Online Classes (ILO) Fly-Me-A-Trainer (FMAT) Flexi (Self-Paced) 1-on-1 Training

Koenig course material for every module

Delivery by certified instructors and subject
matter experts

Hands-on exercises throughout the course

Course completion certificate from Koenig

Ready to Get Started?
Talk to a learning advisor about schedules, group training and customised delivery.

Visit koenig-solutions.com info@koenig-solutions.com
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