
K O E N I G  S O L U T I O N S  ·  C O U R S E  O U T L I N E

CISAM: Social Engineering
& Insider Threats
Learn to recognise social engineering and insider threats, and
build a culture of security awareness across an organisation.

16 Hours
D U R AT I O N

8
M O D U L E S

24
T O P I C S

C O U R S E  O V E R V I E W

This TOC provides an organized structure for a Certified Information Security Awareness Manager (CISAM)

course, including an overview of the program, its objectives, the importance of information security
awareness, key concepts covered, and details about the certification. Additionally, it outlines the target

audience, benefits for different roles, and any prerequisites for enrollment.

W H O  T H I S  C O U R S E  I S  F O R

Security Awareness Managers IT Security Officers Compliance Officers Training Coordinators

End Users Incident Response Teams

L E A R N I N G  O B J E C T I V E S

Explain core information security concepts and the
CIA triad

Identify common social engineering techniques and
prevention methods

Apply secure password, email and internet
browsing practices

Describe leadership’s role in building a security
awareness culture

Design and measure security awareness
training programmes

Recognise and report security incidents using
response procedures

Configure mobile device and BYOD security controls

Identify and report insider threats and
suspicious behaviour
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C O U R S E  S Y L L A B U S

8 Modules, 24 Topics

01

Fundamentals of Information Security Awareness
TO P I CS

02

Social Engineering Awareness
TO P I CS

Introduction to Social Engineering · Common Social
Engineering Techniques · Preventing Social
Engineering Attacks

03

Cybersecurity Best
Practices for End-Users
TO P I CS

Secure Password Practices · Email Security · Safe
Internet Browsing

04

Creating a Culture of
Security Awareness
TO P I CS

Role of Leadership in Security Culture · Designing
Effective Training Programs · Measuring and
Improving Security Awareness

05

Incident Response and Reporting
TO P I CS

Recognizing Security Incidents · Reporting Security
Incidents · Incident Response Procedures

06

Mobile Device Security Awareness
TO P I CS

Securing Mobile Devices · Mobile App Security · BYOD
(Bring Your Own Device) Policies

07

Insider Threat Awareness
TO P I CS

Identifying Insider Threats · Preventing Insider
Threats · Reporting Suspicious Behavior

08

CISAM Certification Preparation
TO P I CS

CISAM Exam Format and Structure · Sample Questions and Practice Tests · Continuing Education Requirements

Understanding Information Security

Threats and Vulnerabilities

Importance of Confidentiality, Integrity, and Availability (CIA)
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W H A T  I S  I N C L U D E D

Everything You Need to Succeed

A B O U T  K O E N I G

Who We Are

Established in 1993, Koenig Solutions is a globally recognised training provider with 35+ technology partnerships,
5,000+ training programmes and a network of certified instructors and subject matter experts, supporting
individuals and enterprise teams worldwide.

F L E X I B L E  D E L I V E R Y

Learn the Way That Suits You

Classroom Training Live Online Classes (ILO) Fly-Me-A-Trainer (FMAT) Flexi (Self-Paced) 1-on-1 Training

Koenig course material for every module

Delivery by certified instructors and subject
matter experts

Hands-on exercises throughout the course

Course completion certificate from Koenig

Ready to Get Started?
Talk to a learning advisor about schedules, group training and customised delivery.

Visit koenig-solutions.com info@koenig-solutions.com
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