
Sophos Central Endpoint Security. 

 

 

Training Duration 3 Days. 

Course include Theory and Labs 

Day1 

 

Module Introduction to Sophos Central Endpoint Security 

 

• Understanding the Endpoint Threats 

• Importance of Endpoint Security terminology  

• Understanding Sophos Central Endpoint Protection  

• Sophos Endpoint Security Licensing and Protection Features 

• Understanding running Endpoint Security Agents  

• Registration process  

• Sophos Central Dashboard Overview 

• Installing Sophos Endpoint Agents  

• Setting up Email Agent 

Day2 

 

Configuring and Managing Sophos Central 

 

• Agent deployment at scale 

• Understanding Sophos Endpoint Agent 

• Working with Agent components and services 

• Working with Users and Group identities  

• Central identity Management with Active directory 

• Sophos Central Global Settings 

• Creating threat protection policy and test protection against Malwares 

• Configure Device access control policies 

• Working with Web control Policies 

• Working with Application Control Policies 

 

 



Day3 

Working With EDR 

 

• Working with DLP Policies 

• Tuning up Management and Windows Firewall Policies 

• Overview of EDR  

• Understanding Threat Analysis Center 

• Working with Alerts 

• Deployment of MFA & Live Response 

• Setting up update cache and Message Relay 

• Working with Sophos Central Logs and Reports  

• Removing Sophos Endpoint Agent 

 


