
 

 
The Digital Personal Data Protection Act (DPDPA) Practitioner Certification 
 
• Develop an understanding of the underpinning principles, terminology, and concepts of the 

DPDPA. 
• Understanding DPDPA Data Categories & Subject Rights 
• Understanding Data Privacy Impact Assessment 
• Gain an understanding of DPDPA – Breach Reporting and Penalty 
 
What will you learn? 
A DPDPA Practitioner is a professional well-versed in the intricacies of the Data Protection and Privacy 
Act (DPDPA) of India. They act as a key resource in helping organizations understand, implement, and 
maintain practices in accordance with the legislation.  
Legislative Interpretation and Consultation. 
Gap Analysis and Privacy impact Assessment. 
Implementation Guidance. 
Training and Awareness. 
Collaboration with DPO and Legal Teams. 
Address Data Principal Rights. 
Documentation and Record Keeping. 
Regular Review and Updates. 
Liaison with Regulatory Bodies. 
 
Course outline 
Topics to be covered: 
• Module 1: Introduction to Data Protection and Privacy 

o History and Evolution of Privacy 

o Importance of Data Protection 

o Basic Terminology  

 

• Module 3: Data Protection Principles 

o Lawfulness, Fairness, and Transparency 

o Purpose Limitation 

o Data Minimization 

o Accuracy 

o Storage Limitation 

o Integrity and Confidentiality 

 

• Module 4: Obligations of a Data Fiduciary  

o Data Protection Officer 

o Data Fiduciaries and Processors 

o Grounds for processing personal data. 

o Certain legitimate uses 

o General Obligations of a data fiduciary  

o Processing of personal data of children 



 

 

• Module 5: Data Principal obligations and Rights 

o Right to Access 

o Right to Rectification 

o Right to Erasure 

o Right to Data Portability 

o Right to Object 

o Data principal obligations 

 

• Module 6 Special provisions 

o Processing personal data outside of India 

o Exemptions 

 

• Module 7: Appeal and alternative dispute resolution  

o Appeal to Appellate Tribunal. 

o Alternate dispute resolution. 

o Voluntary undertaking 

 

• Module 8: PENALTIES AND ADJUDICATION 

o Penalties 

o Crediting sums realised by way of penalties to Consolidated Fund of India. 

 

• Module 6: Risk Management and Impact Assessment 

o Risk Assessment 

o Data Protection Impact Assessment (DPIA) 

o Risk treatment  

 

• Module 7: Overview of Technical Controls for Privacy.  

o Introduction to technical controls 

o Data encryption 

o Data Discovery and Mapping 

o Access control 

o Anonymization and pseudonymization  

o Network Security 

o Cloud security 

o Endpoint security 

o Secure data transfers 

o Secure data disposal 

 

•  Certification Exam 

 
 
 
 
 
 



 

Who Should Attend? 
• Professionals who wish to have detailed knowledge on data privacy and looking forward to work in 

the projects of DPDPA 
• Security consultants 
• Data analysts 
• Data protection consultants 
• Information security managers 
• IT & Project managers 
• Privacy Managers 
• Corporate governance managers 
• Risk and compliance managers 
• CISOs and CROs 
• Professionals who wish to work on DPDPA 

 
Prerequisites 
Nil. An understanding of data privacy and information management will help. 
 
Learning & Career benefits 
The DPDPA Practitioner Program aims to empower professionals with comprehensive understanding 
of the Data Protection and Privacy Act (DPDPA). Over the span of three days, participants will delve 
into the critical elements of the DPDPA, gaining a clear perspective on the legislative intents, key 
principles, and practical implications of the Act. 
 
Examination & Certification 
• Online web proctored based. 
• 50 Multiple choice questions 1 mark each. 
• Total marks: 50 
• 70% (35 out of 50 marks) to pass. 
• Duration: 75 minutes 
 
Note: 
• The course material and the notes can be referred to during the exam 
 
Certification 
• The certification focuses on principles of data protection as of the last update of the Digital 

Privacy Data Protection Act and may not cover all future amendments or new regulations. 
• The certification does not serve as a legal qualification and certified individuals are advised to 

seek legal advice for complex legal matters related to data protection. 
 


