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Detailed agenda of the training course

Day 1 Introduction to ISO 22301 and initiation of a BCMS implementation

Section 1: Training course objectives and StFUCTUIE ...........cccocvevieieiieie e 6
e Introduction

e General information

e Learning objectives

e Educational approach

e Examination and certification

e About PECB

Section 2: Standards and regulatory frameworks ... 17
e Whatis ISO?

e What is a management system?

e What is a business continuity management system?

e Management system standards

e Integrated management systems

e The ISO 22300 family of standards

e Benefits of a BCMS based on ISO 22301

Section 3: Fundamental concepts and principles of business continuity ............c.ccccoeueeee. 31
e  Business continuity definition

e Business continuity management

e Elements of the BCM

e Business continuity and disaster recovery

e Organizational resilience

e  Business continuity and cloud computing

Section 4: Initiation of the BCMS implementation.............cccccoceiveveiie i 49
e BCMS implementation project

e Factors determining the approach to the BCMS implementation project

e Core competencies of project managers

e Business case and its components

e PECB’s methodology for the BCMS implementation project

e Alignment with best practices

Section 5: The organization and itS CONTEXT........ccvviviieeriiie i 62
e Mission, objectives, values, and strategies
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e Internal and external environment

e Key processes and activities

e Interested parties

e Legal, regulatory, and other requirements
e Gap analysis

SECLION 6: BCIMS SCOPE ...ttt bbbttt 84
e Scope

e Boundaries of the BCMS

e Scope statement

e  Scope documentation

e Changes in the scope

Section 7: Leadership and COMMITMENT ........ocoiiiiiiiiiieiee s 96
e Defining the top management

e Approval of the BCMS project

e Role of top management in business continuity strategy selection and approval

e Allocation of resources

e Responsibilities and authorities

e Communication of the roles and responsibilities

e RACI matrix

Day 2 Implementation plan of a BCMS

Section 8: Business CONtINUITY POLICY .....c.ooiiiiiiiiiiiieieieee e 3
e What is a business continuity policy

e  Criteria for the policy

e  Process for drafting the policy

e Approval of the policy

e Communication of the policy

e Control, evaluation, and review of the policy

Section 9: Risks, opportunities, and business continuity objectives.............ccccovvveiiiiiiinns 16
e Risks and opportunities

e Actions to address risks and opportunities

e Business continuity objectives

e SMART objectives
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e Actions to achieve business continuity objectives
e Communication of business continuity objectives

Section 10: Support For the BCIMS ... ... s 27
e |dentification of required resources
e Competence development activities
e Planning of communication and awareness activities
e Controls for documented information
Section 11: RISK @SSESSIMENT ......ccuiiiiiiieiiieie ettt sb e e re e be e sneees 69
e Risk identification
e Engaging with stakeholders
e Risk analysis and its methods
e Assessing and analyzing the likelihood of risks
e Risk evaluation
e Applying risk results to support decisions
Section 12: BUSINeSS iMPACt @NalYSIS........cccoveiieiiiieieee e 94
e Important concepts to know
e Planning the BIA
e Impact types and time frames
e Information collection
e Analysis of the data
e Determination of the prioritized activities
e Resources and dependencies
e  Obtaining top management approval of the BIA report
Day 3 Implementation of a BCMS
Section 13: Business continuity strategies and SOIULIONS ...........cccccveviiiie s, 3

e Identification of strategies
e  Strategy selection criteria

e Selection of business continuity strategies and solutions

e Determination of resource requirements
e Approval of strategies
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e Implementation of business continuity solutions
e Evaluation of business continuity strategies and solutions

Section 14: Business continuity plans and proCedures...........ccoviririnieeieiene e 32
e Response structure

e Warning and communication

e Business continuity plans

e Business continuity procedures

Section 15: Incident response and emMergency FESPONSE ......cc.couererereririeereereesresee e sreseeens 52
e Incident and incident response

e Incident response plan and structure

e Emergency and emergency management

e Emergency preparedness and response

e Emergency response plan

SECtion 16: EXEICISE PrOGIAMS. .....oiuiiiieiieieietestente bt sie et esee st sbesbe et e e e e e b b sbe b eneans 79
e Exercise programs and methods

e Exercise and test plan

e Exercise and test scope

e Evaluation of exercises and tests

e Exercise and test report

Section 17: Evaluation of business continuity documentation and capabilities................ 98
e Conduct of evaluations

e Measurement of effectiveness

e Determination of outcomes

Day 4 Performance evaluation, continual improvement, and preparation for the
certification audit

Section 18: Monitoring, measurement, analysis, and evaluation ..............ccccceeceveniiinnnnnn 3
e Determine measurement objectives

e Define what needs to be monitored and measured

e Establish BCMS performance indicators

e  Determine the frequency and method of monitoring and measurement

e Report the results
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Section 19: INTerNal QUAIT.........ccoiiiiiiieee b 17
e What is an audit?

e Types of audits

e Access and independence

e The audit program

e Roles and responsibilities

e Audit methods

e Nonconformities

e Corrective actions and follow-up audit actions

e Maintenance of the audit program

Section 20: ManagEMENT FEVIEW .........ciiiiiierieiteite sttt bbbttt ans 44
e Preparing for the management review

e  Conducting the management review

e Determining the management review outputs

e Following up on the management review

Section 21: Treatment of NONCONTOIMITIES ........covviiiiieice s 54
e Identifying nonconformities

e Reacting to nonconformities

e Establishing the facts for root cause analysis

e Analyzing the root cause of the nonconformities

e Presenting the results

e Drafting corrective action plans

e Implementing corrective actions

e Retaining documented information

e Reviewing the effectiveness of the corrective actions taken

Section 22: Continual IMPIOVEMENT.......c.iiiiiiii s 73
e  Continual monitoring of change factors

e Inputs to continual improvement

e The planning and implementation of changes

e Continual update of the documented information

e Documentation of improvements

Section 23: Preparation for the certification audit.............cccccoovivie i 86
e Accreditation and certification bodies

e Certification process

e  Selecting the certification body
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e Preparing for the certification audit
e Stage 1 audit

e Stage 2 audit

e Audit follow-up

e Certification decision

Section 24: Closing of the traiNiNng COUNSE ........oiiiiiiiieieiei et 107
e PECB certification scheme

e PECB certification process

e Other PECB services

e Other PECB training courses and certifications

To optimize the learning experience, PECB recommends scheduling two short breaks (15
minutes) and a lunch break (one hour) per training day. The time of the breaks can be adjusted
accordingly.
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Standards cited in this training course

e [SO 22301:2019, Security and resilience — Business continuity management systems —
Requirements

e [SO 22313:2020, Security and resilience — Business continuity management systems —
Guidance on the use of 1ISO 22301

e [SO 22300:2021, Security and resilience — Vocabulary

e ISO/TS 22317:2021, Security and resilience — Business continuity management systems —
Guidelines for Business Impact Analysis (BIA)

e [SO/TS 22331:2018, Security and resilience — Business continuity management systems —
Guidelines for business continuity strategy

e [SO 9000:2015, Quality management systems — Fundamentals and vocabulary

e [SO 19011:2018, Guidelines for auditing management systems

e [SO/IEC 17021-1:2015, Conformity assessment — Requirements for bodies providing audit
and certification of management systems — Part 1: Requirements

e [SO/IEC 17024:2012, Conformity assessment — General requirements for bodies operating
certification of persons

e [ISO/IEC 17065:2012, Conformity assessment — Requirements for bodies certifying
products, processes and services

e |ISO/IEC 27000:2018, Information technology — Security techniques — Information
security management systems — Overview and vocabulary

e |ISO/IEC 27001:2013, Information technology — Security techniques — Information
security management systems — Requirements

e [SO 55000:2014, Asset management — Overview, principles and terminology

e NIST 800-34 Rev 1.:2010, Contingency Planning Guide for Federal Information Systems

e [SO 10015:2019, Quality management — Guidelines for competence management and
people development

e 1SO 31000:2018, Risk management — Guidelines

e |EC 31010:2019, Risk management — Risk assessment techniques

e ISO/IEC Directives, Part 1:2019, Procedures for the technical work
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List of acronyms

BC: Business Continuity

BCC: Business Continuity Coordinator

BCM: Business Continuity Management

BCMS: Business Continuity Management System
BCP: Business Continuity Plan

CERT: Computer Emergency Response Team
CMS: Content Management System

CPD: Continuing Professional Development
EDMS: Electronic Document Management System
EMV: Expected Monetary Value

EOC: Emergency Operations Center

HSE: Health Service Executive

HVAC: Heating, Ventilation, and Air Conditioning
IAS: International Accreditation Service

ISO: International Organization for Standardization
KPI: Key Performance Indicator

LA: Lead Auditor

LI: Lead Implementer

MoU: Memorandum of Understanding

MTPD: Maximum Tolerable Period of Disruption
NIST: National Institute of Standards and Technology
PECB: Professional Evaluation and Certification Board
PDCA: Plan, Do, Check, Act

PDM: Product Data Management

RM: Risk Management

RMA: Records Management Application

RPO: Recovery Point Objective

RTO: Recovery Time Objective

WBS: Work Breakdown Structure

WHO: World Health Organization
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