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FireEye Web Malware Protection - Full Course Curriculum

Total Duration: 5 Days (40 Hours)

Training Mode: Instructor-Led | Hands-On Labs | Case Scenarios

Day 1: Introduction & NX/EX Series Deployment (8 hours)

  - Introduction to FireEye Technology - 1 hr

  - Malware Fundamentals - 2 hrs

  - NX Series Deployment & Configuration - 3 hrs

  - SSL Interceptions - 2 hrs

Day 2: EX Series & Content Security (8 hours)

  - EX Series Deployment & Configuration - 3 hrs

  - Content Analysis and Reporting - 2 hrs

  - Appliance Administration - 3 hrs

Day 3: CM Series and AX Series (8 hours)

  - Central Management (CM) Series - 3 hrs

  - Forensic Analysis - AX Series - 5 hrs

Day 4: Callbacks, Objects & System Behavior (8 hours)

  - Callback Mechanisms - 3 hrs

  - Malware Object Analysis - 2 hrs

  - Introduction to System Changes - 3 hrs

Day 5: Troubleshooting, Hands-On & Review (8 hours)

  - Troubleshooting FireEye Systems - 3 hrs

  - Hands-On Labs & Case Studies - 3 hrs
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  - Final Review, Q&A and Wrap-up - 2 hrs

Summary

  - Technical Modules - 34 hrs

  - Hands-on + Review - 6 hrs

  - Total - 40 hours (5 Days)
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