EFT Administration & Configuration

Module 1: Introduction to EFT

Overview of File Transfer Technologies and MFT

EFT Architecture and Deployment Scenarios

EFT Modules and Features

Understanding IPv6, Virtual Machines, Unicode, and IDN

Module 2: Server Installation & Administration

Installing, Upgrading, and Activating EFT
Navigating the Administration Interface
Managing Server Statistics and Logs
Configuring Remote Access Profiles

Backup and Restore Procedures

Module 3: Authentication & User Management

Implementing Authentication Methods:
o Globalscape Authentication
o Windows Active Directory (NTLM/AD)
o LDAP, ODBC, RADIUS, SAML (WebSSO)
o SMS Authentication, RSA SecurlD, CAC
Creating and Managing User Accounts
Setting Permissions and Security Settings

Understanding Virtual File System (VFS)

Module 4: Monitoring and Reporting

Real-time Monitoring of Inbound/Outbound Transfers
Generating and Interpreting Forensics Reports

Troubleshooting Connection and Login Issues

Automation & Security

Module 5: Event Rules and Automation

Understanding the Event Rule System
Creating and Managing Event Rules
Implementing Custom Commands

Automating File Transfers and Processes



Module 6: Advanced Workflow Engine (AWE)

Introduction to AWE
Designing Workflows Using Drag-and-Drop Interface
Integrating AWE with Business Processes

Advanced Concepts and System Integration

Module 7: Security Configuration

Configuring Site Security Settings
Understanding and Implementing FIPS Compliance
Managing SSL/TLS Settings

Implementing IP Access Rules and Firewall Settings

Module 8: Best Practices and Troubleshooting

Best Practices for EFT Administration
Common Issues and Their Resolutions
Regular Maintenance and Health Checks

Preparing for EFT Administrator Certification

Duration:

3Days



