Database Fundamentals and Forensic Analysis

Description

This training program delves into the foundational principles of databases with a special
focus on forensic analysis. Participants will gain an in-depth understanding of various
database types, such as SQLite, Chromium, LevelDB, and Apple Plist files. The training
emphasizes hands-on learning, enabling participants to extract and analyze data, recover
deleted information, and perform forensic investigations using advanced query techniques.
The program culminates in a capstone project, allowing participants to apply their
knowledge to real-world scenarios.

Duration : 3 days(24 hours)

Target Audience

e Forensic investigators and cybersecurity professionals seeking specialized database
analysis skills.

e IT professionals interested in understanding database fundamentals and structures.

o Data analysts and scientists keen on exploring database types and forensic
techniques.

e Students and educators in computer science or information technology fields.

Prerequisites
¢ Basic knowledge of databases and SQL.
o Familiarity with general computer forensics concepts is beneficial but not mandatory.
e Understanding of file systems and operating system basics.

e Proficiency in using Windows or macOS environments.
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