Course content for Customized Training
Azure Multi-Tenant Architecture Model; Microsoft Defender for Endpoint & Intune
Duration: 24 hours

Lab - SC-200
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d. Dedicated Infrastructure per Tenant
4. Azure Services for Multi-Tenant Architectures
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b. Azure App Service for Hosting Multi-Tenant Applications

5. Security and Compliance in Multi-Tenant Environments
a. Authentication and Authorization (Azure AD, OAuth, OpenlID)
b. Role-Based Access Control (RBAC) and Permissions
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d. Compliance Standards (ISO, GDPR, HIPAA)



Module 2: Microsoft Defender for Endpoint

1. Introduction to Microsoft Defender for Endpoint
2. Module 1: Protect Against Threats with Microsoft Defender for Endpoint
o Overview of Threat Protection
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o Setting Up Alert Rules
o Fine-tuning Detection Mechanisms
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Module 3: Microsoft Intune (Mobile Device Management)

1. Introduction to Microsoft Intune
2. Module 1: Plan for Microsoft Intune
o Licensing and Product Requirements
o Cloud vs. Hybrid MDM Strategy
o ldentity and Device Management Strategies
o Physical Device Considerations (BYOD / CYOD)
o Intune Portal Overview and License Assignment
3. Module 2: Compliance
o Understanding Compliance Policies
o Creating and Managing Compliance Policies
o Enforcing Security Standards (PIN, Encryption, etc.)
4. Module 3: Configuration
o Device Configuration in Intune
o Managing Different Platforms (Android, iOS, Windows, Mac)
o Software and Policy Management
o Common Device Settings and Security Configurations
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o Mobile Application Management (MAM)
o App Deployment and Distribution

o Software Updates and Patch Management



6. Module 5: Enrolling Devices, Alerts, Troubleshooting, and Reporting

(¢]

(¢]

(o]

(o]

(¢]

Device Enrollment Process

iOS Certificates and Configuration
Understanding and Managing Alerts
Reporting and Insights

Troubleshooting Common Issues

7. Module 6: Monitoring and Reporting
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Advanced Monitoring Features
Generating and Analyzing Reports

Best Practices for Security and Compliance Monitoring

8. Module 7: Intune as Part of the Enterprise Mobility and Security Product Suite
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Integration with Azure Active Directory
Azure Information Protection
Microsoft Cloud App Security
Microsoft Advanced Threat Analytics

Microsoft Identity Manager



