
Cortex XDR Prevention and Deployment 

• Scope 
• Level: Intermediate 
• Duration: 3 days 
• Format: Lecture and hands-on labs 
• Platform support: Cortex XDR Pro per Endpoint 

Prerequisites 

Participants must be familiar with enterprise product deployment, networking, and 

security concepts. 

 

Course Modules 

1 - Introduction to Cortex XDR  

2 – Knowling Cortex XDR Main Components 

3 – Working with Cortex XDR Management Console 

4 – Working with Profiles and Policies 

5 – Knowing Malware Protection 

6 – Using Exploit Protection 

7 – Working Cortex XDR Alerts 

8 – Working with Exclusions and Exceptions 

9 – Using Response Actions 

10 – Working with Basic Troubleshooting 

11 - Broker VM Overview 

12 -Understanding Deployment Considerations 


