
Palo Alto Firewall Administration and Configuration Course Modules 11.0 

Scope 

• Level: Administration  
• Duration: 5 days 
• Format: Theory and hands-on labs 
• Platform support: Palo Alto Networks next-generation 
• firewalls running the PAN-OS® 11.0 operating system 

 

1 - Palo Alto Firewall and Solutions Portfolio and Architecture. 

2 – Working with Initial Firewall Settings 

3 - Firewall Configurations and Management 

4 – Working with Firewall Administrator Accounts 

5 – Working with connection and Firewall to Production Networks with 

Security Zones 

6 – Configuring and Managing Security Policy Rules 

7 - Managing NAT Policy Rules 

8 – Working and Configuring Application Usage with App-ID 

9 – Protecting Threats Using Security Profiles 

10 - Web Traffic with URL Filtering 

11 – What is Wildfire and Blocking Unknown Threats 

12 – Working with Access to Network Resources with User-ID 

13 – SSL Decryption to Block Threats in Encrypted Traffic 

14 - Using Logs and Reports 


