Introduction to 802.1X Operations for Cisco Security
Professionals (802.1X) 3.0

Prerequisite

e« CCNA (Cisco Certified Network Associate) or equivalent networking knowledge

Target Audience

Network Engineers

Wireless Engineers

Security Engineers

IT Administrators responsible for wired or wireless access control

Professionals implementing or managing 802.1X, Cisco IBNS, Catalyst, WLC, or
Meraki networks

Course Table of Contents (TOC)

Day 1

Course Introduction

Section 1: Introduction to Cisco IBNS
Section 2: 802.1X EAP Authentication
Section 3: 802.1X on Catalyst Switches
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Day 2

5. Section 4: 802.1X on Cisco Wireless LAN Controllers
6. Section 5: 802.1X on Meraki Devices
7. Section 6: Network Access for Non-Supplicant Devices

Day 3

8. Section 7: Design Considerations and Troubleshooting Cisco IBNS Networks






