
Exam Prep GH-500: GitHub Advanced Security 

• Domain 1: Describe the GHAS security features and functionality (15%)  
• Domain 2: Configure and use secret scanning (15%)  
• Domain 3: Configure and use Dependabot and Dependency Review (35%)  
• Domain 4: Configure and use Code Scanning with CodeQL (25%)  
• Domain 5: Describe GitHub Advanced Security best practices, results, and 

how to take corrective measures (10%) 


