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l. Detailed agenda of the training course

Day 1 Foundations of digital forensics

Section 1: Training course objectives and StruCture .........ccccevvvvviiiieeeeeeeeeiiiinnn. 4
e General information

e Educational approach

e Agenda of the training course

e Learning objectives

e Examination and certification

e About PECB

Section 2: Introduction to digital fOreNSICS ........ccciiiiiiiiiis 16
e Importance of digital forensics

e Principles and objectives of digital forensics

e Ethics in digital forensics

e The digital forensics process

e Digital forensics environment

e Evidence acquisition and preservation

Section 3: Digital forensics tools and teChNiqQUES ........ccccevvvieiviiiiiiiiiiie e, 44
e Hardware and software tools

e Imaging and cloning techniques for data preservation

e Data recovery methods and anti-forensic techniques

e Operating system forensics

e Linux forensics

e macOS forensics

Section 4: Network analysis with Wireshark ..........cccccocoeiiiiiiiiee e, 69
e Use of Wireshark

e Capturing and analyzing network traffic

e Log analysis from firewalls, routers, and IDS/IPS systems

e Common challenges in network forensics

Section 5: Network analysis With ZeeK..........cccooooeiiiiiiiiiiii e 77
e Architecture of Zeek

e Traffic analysis workflow with Zeek

e Incident response with Zeek

e Threat hunting with Zeek

e Post-compromise analysis with Zeek

e File analysis with Zeek

e Installing Zeek
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Day 2 File system analysis and reverse engineering

Section 6: File SYyStem fOrENSICS .....uuuuuiiiiiiiiiiiiiiiii e 3
e Role and scope of file system forensics

e Data recovery

e Timeline analysis

e Popular file systems

e Diskimage

e Autopsy

e The Sleuth Kit

Section 7: MEMOTY fOrENSICS ...uuuuiiiiiiiii e 25
e Importance of memory forensics

e Methods and steps to capture memory

e Volatile memory

e Volatile data

e Significance of volatile memory in forensic analysis

e Memory forensic tools

e Best practices in memory forensics

e Memory artifacts in forensic analysis

Section 8: Reverse engineering in Windows (PE fil€S).......ccccvvvviiiiiiiiiiiveeeins 40
e Portable executable (PE) files

e Components of PE files

e Static analysis techniques

e Dynamic analysis of PE files

e Challenges in PE files analysis

e Tools for reverse engineering in PE files

e Importance of PE files analysis in digital forensics

Section 9: Reverse engineering in Linux (ELF fileS) ...ccccoooiiiiiiiiiiiiiiiieeeen, 54
e Reverse engineering in Linux

e The executable and linkable format (ELF) files

e Key sections in ELF files

e Differences between PE and ELF files

e Importance of ELF files analysis in digital forensics

e Example: Reverse engineering a Linux executable — hello world

Section 10: X86 arChit@CTUIE . ......uu i 68
e Key features of x86 architecture

e Reqgisters of x86 architecture

e Basic x86 instructions relevant to reverse engineering
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e The stack in x86 memory models
e The heap in x86 memory models

Day 3 Malware analysis and threat hunting

Section 11: MalWare @nalySiS ... ... 3
e Malware and its types

e Malware analysis methods

e Interactive behavior analysis

e Malware analysis lab setup and workflow

e Memory forensics in malware analysis

e Basic reverse engineering steps

Section 12: Advanced malware analysis techniques...........ccccoeeiiiiiiiiiiiiiiinnnns 17
e Advanced malware analysis

e Malware analysis in digital forensics

e Static vs. dynamic malware analysis

e Stages of malware analysis

e Sandbox environment for malware analysis

e Behavioral analysis

e Security measures for safe malware analysis

e (Case studies

Section 13: Ghidra for malware analySiS .......ccccccviiiiiiiiiiiiie e 44
e Key features of Ghidra

e Interface highlights of Ghidra

e Scripting and automation with Ghidra API

e Ghidra and OSINT for threat hunting

e Ghidra for static malware analysis

Section 14: YARA rule development for threat hunting..........ccccviiiiiiininnnn, 55
e Structure of YARA rules

e Applications of YARA rules

e Best practices for writing YARA rules

e Testing, tuning, and false-positive hunting

e Yara syntax and best practices

e Embedding YARA into Zeek

Page 5 of 11



Certified Digital Forensics Examiner |
PECB Group Inc., ©2025

Day 4 Advanced forensic analysis and incident response

Section 15: Dark Web fOr@NSICS ..uvinieeeeee e,

e Timeline analysis tools

e Tor Browser forensics

e Traffic analysis and network forensics

e Endpoint forensics and dark web browsing
e Anti-forensic techniques on the dark web

Section 16: Interactive behavior analysis ..........ccccccoiiiiiiiiiiinnnns

e Importance of behavioral analysis

e Interactive tools for behavioral analysis

e Behavioral indicators of malicious processes
e Evaluation of behavioral indicators

e Limitations of interactive behavioral analysis

Section 17: Memory and file system techniques..........ccccccccvunnnnnnns

e In-depth memory forensic techniques for detecting malware
e Advanced file system forensic techniques and data recovery
e Visualization of malware activities on disk and in memory

Section 18: Advanced scripting and automation with Zeek ..........

e Scripting with Zeek for custom network analysis

e Automating threat detection and response workflows

e Practical examples of Zeek scripts for network defense
e Best practices for script management

Section 19: Patch analysis and modifications with Ghidra............

e Ghidra overview for patch analysis
e Visualization of differences with Ghidra’s decompiler
e Code modification in Ghidra

Section 20: Closing of the training COUrSe .........ccoevvvvviiiiiieeeeeeeeen,

e PECB certification scheme

e Attestation of course completion

e PECB certification process

e Other PECB services

e Other PECB training courses and certifications

Day 5 Certification exam
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[ll.  List of acronyms

ACL: Access Control List

ACPO: Association of Chief Police Officers

ADS: Alternate Data Streams

AFF: Advanced Forensic Format

APFS: Apple File System

APT: Advanced Persisten Threats

BPF: Berkeley Packet Filter

CDFE: Certified Digital Forensic Examiner

DKOM: Direct Kernel Object Manipulation

EO1: Expert Witness Format

EFL: Executable and Linkable Format

FAT: File Allocation Table

GPR: General-Purpose Registers

HFS+: Hierarchical File System Plus

HPA: Host Protected Ares

IACIS: International Association of Computer Investigative Specialists
IOC: Indicator Of Compromise

ISA: Instruction Set Architecture

ISFCE: International Society of Forensic Computer Examiners
LA: Lead Auditor

LI: Lead Implementer

MFT: Master File Table

MLAT: Mutual Legal Assistance Treaty

NTFS: New Technology File System

OPSEC: Operational Security

OS: Operating System

PE: Portable Executable

PECB: Professional Evaluation and Certification Board
SWGDE: Scientific Working Group on Digital Evidence
SWOT: Strengths, Weaknesses, Opportunities, and Threats
TIP: Threat Intelligence Platform

Tor: The Onion Router

VM: Virtual Machine

zkg: Zeek Package Manager
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