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SailPoint IdentityIQ Basics 
 

Summary 
This course provides an overview of IdentityIQ, SailPoint's on-premises identity and Access 
management solution. It's designed for everyone looking to gain a basic understanding of 
IdentityIQ's capabilities. It's also the foundation for technical personnel who will go on to 
learn the details of implementing or administering IdentityIQ in additional SailPoint courses. 

Audience 

• Anyone looking to gain a basic understanding of the features and capabilities of 
IdentityIQ. 

Prerequisites 

• None 

Duration 

• 10 Hours 

Table of Contents 
Module 1: Introduction to IdentityIQ 

• Overview of IdentityIQ and its key features 
• Benefits of using IdentityIQ for identity and access management 
• Understanding the core components of IdentityIQ (e.g., Identity Store, Provisioning Engine, 

Access Management) 

Module 2: Identity Management Fundamentals 

• Concepts of identities, attributes, and entitlements 
• Creating and managing user and group accounts 
• Understanding the role of directories and their integration with IdentityIQ 

Module 3: Access Management Concepts 

• Principles of access control and authorization 
• Role-based access control (RBAC) and its implementation in IdentityIQ 
• Creating and managing roles and permissions 

Module 4: Provisioning and De-provisioning 

• Overview of the provisioning process 
• Integrating IdentityIQ with target systems (e.g., HR systems, applications) 
• Understanding de-provisioning and its best practices 

Module 5: Identity Lifecycle Management 

• Managing user lifecycle events (e.g., onboarding, offboarding, changes) 
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• Implementing password policies and reset processes 
• Ensuring data privacy and compliance 

Module 6: IdentityIQ Administration 

• Configuring IdentityIQ settings and parameters 
• Managing user interfaces and customizations 
• Troubleshooting and resolving common issues 

Module 7: Integrating IdentityIQ with Other Systems 

• Connecting IdentityIQ to external systems (e.g., SSO providers, LDAP directories) 
• Using APIs and connectors for integration and Identity Management 
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