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SailPoint IdentityNow

Summary: - Formats: Instructor-Led Training

Intended Audience: *  Platform Administrators responsible for a production system

- Length: 3 Days (24 Hours)

Overview:

During this three-days course, you focus on how to implement and extend IdentityNow,
the core platform of SailPoint’s Identity Security Cloud solutions. Learn to maintain the
system and manage key features such as access management, reporting,
certifications, and more. In this course, students will learn about IdentityNow, a cloud-
based identity and access management solution. IdentityNow shares a foundation with

Identity Security Cloud.

Objectives: After completing this course, you should be able to:

»  Describe the role of a tenant and virtual appliance

«  Explain the difference between authoritative and non-authoritative sources.
. Describe the purpose of Roles, Access Profiles, Identity Profiles, Access

Requests, and Entitlements

* Implementers and developers responsible for configuring and implementing

IdentityNow

Prerequisites: *  None

Course Outline:

Module 1: Introduction to Identity Now

Cloud Based Identity as a Service (laas)
Introduction to Passwords management
Single Sign On in Identity Now

Access certification in Identity Now
Provisioning in Identity Now

Enterprise grade Security

Identity Experience and Heritage
Unified governance and Visibility

Module 2: Password management

Password Reset

Password Policy

Password Management Flow
Password Synchronization

Module 3: Single Sign on

Benefits of Single Sign on

Windows Authentication

Password replay

Federation (SAML)

What is Strong Authentication
Strong Authentication Configuration

Single Sign on Configuration on Identity Now

Configure SSO for Password policy
Password replay with app password
Password replay with directory password
Configure federation (SAML)
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Module 4: Access Certification

Types of access certification
Certification Campaign
Access Review

Certification Items
Entitlements

Certification Process
certification email templates
Campaign filters

Reports

Remediation

Module 5: Provisioning

Identity Now Processing

Basic Provisioning Terminologies
Building identity profiles
Correlation

Entitlements

Modeling Desired States

Life Cycle states

Role Based provisioning
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