
Offensive Security Experienced Penetration (OSEP) (Official) 

 

Duration: 5 Days 

 

•  Operating System and Programming Theory 

• Client Side Code Execution With Office 

• Client Side Code Execution With Jscript 

• Process Injection and Migration 

• Introduction to Antivirus Evasion 

• Advanced Antivirus Evasion 

• Application Whitelisting 

• Bypassing Network Filters 

• Linux Post-Exploitation 

• Kiosk Breakouts 

• Windows Credentials 

• Windows Lateral Movement 

• Linux Lateral Movement 

• Microsoft SQL Attacks 

• Active Directory Exploitation 

• Combining the Pieces 

• Trying Harder: The Labs 

 
 


