
MS-4002  

Prepare security and compliance to support  

Microsoft 365 Copilot 

 

Course description 

This course is designed to prepare students to take the corresponding 

Applied Learning Skills, APL-4002: Prepare security and compliance to 

support Microsoft 365 Copilot. 

 

This one-day course is composed of a single Learning Path: 

 

• LP1: Prepare security and compliance to support Microsoft 365 

Copilot 

 

Module 1 explores how to implement Microsoft 365 Copilot. You 

learn how to prepare data searches for Copilot, how to assign 

Microsoft 365 Copilot licenses, and how to drive Copilot adoption. 

You’re also introduced to the basic components of Microsoft 365 

Copilot extensibility. This module is reused from the old MS-4006 

course (Microsoft 365 Copilot for Administrators), which has been 

retired and is being replaced with this new MS-4002 course. 

 

Modules 2 through 6 are existing published training content from the 

MS-102 (Microsoft 365 Administrator) course. We selected key 

modules and labs from MS-102 that focus on data security and 

compliance in Microsoft 365. Since Microsoft 365 Copilot is 



integrated into Microsoft 365, it adheres to all existing privacy, 

security, and compliance commitments to Microsoft 365 commercial 

customers. So rather than reinvent the wheel with all new training 

content, this course reuses the key MS-102 training content related 

to data security and compliance 

  

The final Module 7 is reused from MS-4017 (Manage and extend 

Microsoft 365 Copilot). This module covers, among several topics, 

how to create a connection between a data source and a Microsoft 

Graph connector, which is one of the focuses of APL-4002. 

 

Audience prerequisites 

Optionally completed a role-based administrator course such as 

Messaging, Teamwork, Security and Compliance, or Collaboration. 

• Basic functional experience with Microsoft 365 services. 

• A proficient understanding of general IT practices. 

• A working knowledge of PowerShell. 

• Basic understanding of Microsoft 365 Copilot. 

 

Course Agenda 

Learning Path Module 

Course Introduction N/A 



Learning Path 1: 

Prepare security and 
compliance to support 
Microsoft 365 Copilot 

Module 1: Implement Microsoft 365 Copilot 

Module 2: Manage secure user access in Microsoft 365 

Module 3: Manage permissions, roles, and role groups in 
Microsoft 365 

Module 4: Deploy Microsoft 365 Apps for enterprise 

Module 5: Implement Microsoft Purview Data Loss Prevention 

Module 6: Implement sensitivity labels 

Module 7: Manage Microsoft 365 Copilot extensibility 

 

 


