
MD-4011 Enhance endpoint security with Microsoft 

Intune and Microsoft Copilot for Security 

Duration: 1 day  

Module 1: Discover Microsoft Intune essentials 

 The core features of Microsoft Intune 

 Microsoft Intune’s device management capabilities 

 Securing and managing applications with Microsoft Intune 

 Integrating security and compliance with Microsoft Intune 

 Optimizing deployment strategies with Microsoft Intune 

 Unified device management with Microsoft Intune 

Module 2 Unlock Insights with Microsoft Copilot for Security 

 Explore Microsoft Copilot for Security: Features, Integration, and use cases 

 Explore the functionality and integration of Microsoft Copilot for Security 

 Understand Microsoft Copilot for Security: Standalone and embedded 

experiences 

 Deploy and set up Microsoft Copilot for Security 

 Using and Creating Effective Prompts in Microsoft Copilot for Security 

 Using Promptbooks in Microsoft Copilot for Security 

 Understand Responsible AI Principles in Microsoft Copilot for Security 

 

Module 3: Optimize Microsoft Intune for Microsoft Copilot for Security 

Integration 

 Microsoft Copilot for Security and Intune for Enhanced Endpoint Management 

and Security. 

 Understand and Implement Effective Device Naming Conventions. 

 Renaming Devices in Microsoft Intune. 

 Create and Manage Groups in Microsoft Intune. 

 Understand Authentication and Role Assignment in Microsoft Copilot for 

Security. 

 Integrate and Use Microsoft Security Copilot with Microsoft Intune. 

 Create and Use Custom Prompts in Microsoft Security Copilot. 

 Create and Use Custom Prompts for Microsoft Intune. 


