Introduction to Azure Identity
Overview of Azure Active Directory
Understanding authentication and authorization
Introduction to Azure AD Connect

. Creating an Azure Active Directory Tenant

Creating a new Azure AD Tenant

Managing Azure AD Users and Groups

Configuring Azure AD domain services

. Authentication with Azure AD

Understanding authentication with Azure AD
Configuring Azure AD authentication for web
applications

Configuring Azure AD authentication for mobile
applications

. Authorization with Azure AD

Understanding authorization with Azure AD
Configuring Azure AD authorization for web
applications

«  Configuring Azure AD authorization for APl access

. Azure AD Connect

Overview of Azure AD Connect

Configuring Azure AD Connect for user synchronization
- Managing user identity with Azure AD Connect
. Multi-Factor Authentication (MFA)

Overview of MFA in Azure AD

Configuring MFA for users and applications
« Troubleshooting MFA issues

. Azure AD B2B and B2C

Overview of Azure AD B2B and B2C
Configuring Azure AD B2B for guest access
Configuring Azure AD B2C for customer identity
management

. Conditional Access

Understanding Conditional Access in Azure AD
Configuring Conditional Access policies



Monitoring and reporting on Conditional Access

9. Best Practices for Azure ldentity
Securing access to Azure resources with Azure AD
Securing access to third-party applications with Azure
AD
Managing identity and access with RBAC and Azure
AD.

10. Identity Governance and Compliance

Overview of Azure AD ldentity Governance
Configuring Identity Governance policies
Managing compliance and audit reporting in Azure AD.



