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ONTAP Security and Compliance Solutions Administration

Module 1: Security Concepts

Security threats
¢ Security standards and regulations
» Security defenses

e Zero Trust
Module 2:ONTAP Management Security

ONTAP authentication
* Role based access control

o Multifactor authentication
Module 3: ONTAP Network Security

NAS network security

¢ Securing in-flight data

e Logical network interfaces
¢ SAN network security

¢ iSCSI security

e NVMe security
Module 4: ONTAP Storage Security
Encrypting data at rest

e NetApp Storage Encryption

¢ NetApp Volume Encryption
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¢ Key management
Module 5: ONTAP Data Retention

SnaplLock compliance software
¢ Managing SnapLock volumes
* Protecting SnapLock volumes

¢ Advanced SnaplLock features
Module 6: ONTAP NAS Security

Securing In-flight NFS data

¢ NFS user authentication

¢ NFS user authorization

¢ Securing in-flight SMB data
SMB user authentication

* SMB user authorization

¢ Storage-Level Access Guard

¢ Auditing and logging



