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Oracle Cloud Infrastructure Security Professional
Module 1: Introduction to Oracle Cloud Infrastructure Security

e Overview of Oracle Cloud Infrastructure (OCI)
o Security features and benefits of OCI
e Security and compliance certifications and frameworks

Module 2: OCI Security Architecture

e Understanding the OCI security model

e OCI Networking and Security Services

e OCl Identity and Access Management (IAM)
o OCI Security Zones and Compartments

Module 3: OCI Security Tools and Services

e OCI Security Services Overview
o OCl Key Management Services
o OCI Vault

o OCI Data Safe

e OCI Security Advisor

Module 4: OCI Security Best Practices

o Security best practices for OCI deployment
e OCI Security Reference Architecture

o OCI Security Controls

e OCI Security Compliance

Module 5: OCI Security Operations

e OCI Security Operations Center (SOC)

o Security Monitoring and Incident Response

e Threat Detection and Mitigation in OCI

o OCI Disaster Recovery and Business Continuity

Module 6: Hands-On Labs and Use Cases

o Implementing security controls in OCl

o Setting up OCI Security Tools and Services
o Implementing Security Operations in OCI
e OCI Security Use Cases
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