
Course agenda - Lead Cybersecurity Manager 

Day 1 Introduction to cybersecurity and initiation of a cybersecurity program implementation 

 Training course objectives and structure  

 Standards and regulatory frameworks  

 Fundamental concepts of cybersecurity 

 Cybersecurity program   

 The organization and its context  

 Cybersecurity governance 

Day 2 Cybersecurity roles and responsibilities, risk management, and attack mechanisms 

 Cybersecurity roles and responsibilities  

 Asset management 

 Risk management  

 Attack mechanisms 

Day 3 Cybersecurity controls, communication, and awareness and training 

 Cybersecurity controls  

 Cybersecurity communication 

 Awareness and training 

Day 4 Cybersecurity incident management, monitoring, and continual improvement 

 ICT readiness in business continuity  

 Cybersecurity incident management h  

 Testing in cybersecurity 

 Measuring and reporting cybersecurity performance and metrics  

 Continual improvement  

 Closing of the training course 

Day 5 Certification Exam 


