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NetlQ Access Manager 5.0 (Identity Manager Advanced
Administration)

#Access Manager Overview

* How Access Manager Solves Business Challenges
e Key Features

e Architecture

e How Access Manager Works

#Installation and Upgrade

#Deployment Considerations

#NetlQ Access Manager Configuration

e Configuring Administration Console

» Setting Up a Basic Access Manager Configuration
« Setting Up an Advanced Access Manager Configuration
e Advanced File Configurator

e Configuring Authentication

» Access Manager Policies

e Branding of the User Portal Page

 High Availability and Fault Tolerance

» Sample Configuration for Protecting an Application Through Access Manager
#Applications Configuration

#Security and Certificates

e Securing NetIQ Access Manager

e Creating & Managing Certificates

e SSL

e Securing Identity Server

e Securing Access Gateway

» Securing Analytics Server

e Hardening Appliance

* Configuring Secure Communication

#NetlQ Access Manager Performance and Sizing
#Multi-Factor Authentication Using Advanced Authentication
#Best Practices

#Auditing

#Monitoring

#Troubleshooting



