
 Advanced Security: Protect the Modern Perimeter with Okta Training 

Course Outline 

 

1: Protect Cloud Access with Okta’s Adaptive Security Framework 

 Configure Network Zones 

 Configure an Okta Sign-On Policy 

 Configure an Application Sign-On Policy 

2: Move Beyond Passwords with Contextual Access Management 

 Configure Factor Sequencing 

 Implement Passwordless Authentication 

 Learn about WebAuthn 

3: Implement Risk Based Access 

 Learn about risk scoring and Device Trust 

 Define Behavior Detection 

4: Configure Role-based Administrators 

 Determine the least priviledges required for an admin 

 Configure administrators for various common roles 

5: Explore the Okta System Log and Configure Log Forwarding 

 Export Log Data 

 Understand SIEM Integrations 

6: Monitor your Okta Components 

 Explore Okta HealthInsight and ThreatInsight 

 Learn about monitoring agents, appliances and related tenants 

7: Streamline Your Path to Compliance 

 Learn about Okta Workflows for compliance 

 Implement and Enforce Lifecycle Automation 

 Learn about compliance standards 

8: Perform a Risk Assessment 

 Learn about Risk Management Standards 

 Determine the level of risk for your implementation 

 

 

  


