
Course Outline: 

• Keystone - Identity service 

Authenticating with Keystone, including authentication methods, 
such as, Multi-factor authentication (MFA) and Time-based One-
time Password (TOTP), managing tokens, security compliance 
options, such as, requiring users to change their password on 
initial login, RBAC policies, the purpose of the Service Catalog, 
plus introductions to implied roles and unified limits (similar to 
quotas) 

• Glance - Image service 

Creating & managing images, options to build an image, the 
purpose of cloud-init, use of image metadata and its effect on the 
nova-scheduler, using AMI images, Image compression, using the 
local image cache to improve performance 

• Neutron - Network service 

Understand what networks OpenStack uses, such as, the 
management network. Neutron architecture, including plugins, 
namespaces, layer 2 protocols, layer 3 routing, Neutron security 
groups, including stateful security groups, using the metadata 
proxy service, implementing bandwidth limits for improved Quality 
of Service. Open vSwitch (OVS) is used as the reference 
implementation. 

• Nova - Compute service  

Using Nova to deploy virtual machine (VM) instances & control 
where the instances are deployed. Deploying instances with SSH 
keys for better security. Understanding the supported hypervisors. 
Implementing resource quotas. Using Server Groups to control 
where instances are deployed. Pre-caching images on a nova-
compute node to improve performance. Live migration of 
instances. How to use Nova and the Placement service to display 
statistics related to an instance. 

• Cinder - Block Storage service 



Create and manage volumes using Logical Volume Manager 
(LVM) as the reference implementation, including an introduction 
to LVM. Create boot volumes to launch instances. Volume Types – 
what are they? Why do you need them? Deferred delete of 
volumes. Migrating volumes across backends. 

• Heat - Orchestration service 

Discusses Heat templates, their syntax, and MANY practical day-
to-day examples of Heat templates, including examples of 
installing and configuring software on your instances at boot.Heat 
(Orchestration service): Discusses Heat templates, their syntax, 
and MANY practical day-to-day examples of Heat templates, 
including examples of installing and configuring software on your 
instances at boot. 

• Octavia - LBaaS 

Using the CLI to create & manage a load balancer, load balancer 
resources, as well as, managing the amphora. Understanding what 
load balancing algorithms are available. Understanding what a 
load balancer provider is. Using diskimage-create utility to build 
image for amphora. 

• Ceilometer / Aodh - Telemetry services 

Discuss the role & architecture of each component. What metrics 
are collected, how, when, and how can you configure that. 
Displaying alarms and understanding the data collected. Review a 
sample application with load balancing and autoscaling. 

 


