Microsoft 365 Virtual Training Day Secure and Protect Your Organization

User and group management

¢ Identity and access management concepts

e The Zero Trust model

e Plan your identity and authentication solution
e User accounts and roles

Identity synchronization and protection

e Plan directory synchronization
e Configure and manage synchronized identities

Identity and Access Management

e Seamless Single Sign-On

e Conditional access

e Role Based Access Control (RBAC)
e Azure AD B2B

e Privileged Identity management

Security in Microsoft 365

e Threat vectors and data breaches
e Security strategy and principles

e Microsoft 365 security center

e Microsoft secure score

Threat Protection

e Exchange online protection

e Microsoft Defender for Office 365
e Azure Defender

e Microsoft Defender for Identity

e Microsoft Defender for Endpoint

Threat Management

e Security Dashboard
e Azure Network Security
e Azure Sentinel

Microsoft cloud application security

Planning for device management



