Cisco ASA Express Security v1.5 (SAEXS)

Course Outline

I. Introducing Cisco ASA Solutions
A. Firewall Technologies
B. Cisco ASA Adaptive Security Appliance Features

Il. Exploring Cisco ASA Connectivity Basics

A. Preparing the Cisco ASA Adaptive Security Appliance for Network Integration
B. Managing Basic Cisco ASA Adaptive Security Appliance Network Settings

C. Configuring Cisco ASA Adaptive Security Appliance Routing Features

D. Backing up and Restoring Cisco ASA

lll. Configuring ASA Basic Access Control Foundation
A. Configuring Cisco ASA Adaptive Security Appliance NAT Features
B. Configuring Cisco ASA Adaptive Security Appliance Basic Access Control Features

IV. Deploying Cisco Remote Access VPN

A. Deploying Basic Clientless VPN Solutions

B. Cisco AnyConnect SSL VPN Overview

C. Deploying a Cisco AnyConnect Client SSL VPN Solution

V. Introducing the Cisco ASA FirePOWER Services (SFR) Module

A. Introducing the Cisco ASA 5500-X Series FirePOWER Services (SFR) Module
B. Cisco FireSIGHT Management Center

C. Module Summary

VI.Cisco ASA Cloud Web Security

A. Introducing Cisco ASA with Cisco Cloud Web Security

B. Configuring Cisco ASA with Cisco Cloud Web Security

C. Verifying Cisco ASA Cloud Web Security Operation

D. Describing the Web Filtering Policy in Cisco ScanCenter
E. Describing Cisco ASA Cloud Web Security AMP and CTA
F. Module Summary

VII. Introducing Cisco ASA High Availability
A. Overview of Cisco ASA Active/Standby High Availability
B. Configuring Cisco ASA Adaptive Security Appliance Active/Standby High Availability



