
SIP Essentials 

 

SIP Architecture 

On day one, we explain what VoIP is, where SIP fits into the VoIP model, how Packet Switching 

differs from Circuit Switching, and the network entities that commonly ‘speak’ SIP. It is an 

introduction to RFC 3261, SIP request and response codes, and a deep-dive into the SIP REGISTER. 
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Understanding the SIP Dialog 

Day two is all about brining SIP protocol into focus. We start to refine your understanding of how SIP 

headers ‘steer’ messages through the network, and examine how two SIP entities are able to build 

trust with the creation of a SIP dialog. 

REGEX 

 Regular Expression 

 Building SIP Dialplans with REGEX 
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Advanced SIP Messaging 

Day three begins a deep-dive into SIP messaging, including examining REFER and 3xx type messages. 

All common, and some uncommon, headers are examined using Wireshark packetcapture 

techniques. 
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SIP Call Routing 
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SIP Message Headers 
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Session Description Protocol, Real-time Transport Protocol, and Legacy Interop 

On day four, you’ll learn about SDP’s role in the setup of media (RTP). Both RTP audio and video 

streams are examined. The role DNS plays on SIP routing (RFC 3263) is also taught. By the end of this 

day, you should be comfortable capturing SIP, SDP, RTP, RTCP, and DNS messages in Wireshark, and 

understand how these protocols are working together to provide VoIP services. 
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SIP and the DNS 

 Basic Resource Records (RR) 

 A-record, SOA, NS Record, MX Record (Important for Comparison to the SRV Record) 
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SIP and DHCP 
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Interoperating SIP with Legacy STN Signaling 
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Real-time Transport Protocol (RTP) and Real-time Control Protocol (RTCP) 
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Applications of SIP and Troubleshooting 

On day five, we’ll wrap up an understanding of some legacy interop concepts from the previous day 

(DTMF and Fax), however most of the day will be spent understanding how SIP is applied in real 

environments (delivering rich presence features), how to keep your SIP environment secure 

(security), and how to troubleshoot SIP (common issues caused by NAT and troubleshooting with 

SIP-p). 
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SIP Timers 
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SIP NAT Traversal 
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SIPp: A SIP Testing Tool 

 SIPp 

 SIPp XML Examples 


