Tanium Administrator
Course Content —
01 - Tanium Manifests
® Introduction to Manifests
® Production vs Labs Content
® Importing Solutions
02 - Managing Computer Groups
® Computer Group Types
e Manual vs Dynamic
® Best Practices
03 - Manage Permissions
® Users and User Groups
® Personas & RBAC
e Content Sets
04 - System Status Page
e System Status Page Overview
e Tanium Client Versions and Connection Status
05 — Console Troubleshooting
® Question History Troubleshooting
® Endpoint Validation and Logs
® Action History Troubleshooting

® Proxy and Test Configurations



06 - Health Check

® Tanium Performance Analyzer (TPAN)
e TPAN Data and Reports

® Running Health Check

07 - Dump/Core Files

® Windows and Linux Dump Files

e Validating Files

08 - Troubleshooting Exclusions

® Anti-Virus Exclusions

® Labs Content

® Host System Security Exclusions

09 - Proxy Configuration and Test

e Configure Proxy Settings

® Proxy Considerations

10 - Package Files and Downloads

® Tracking Downloads

e APl Downloads

® Troubleshooting Packages and Downloads
11 - Zone Server

® Zone Server Configuration Overview
e Simple and High-Availability Installs
® Remote Zone Servers

® Active-Active Setup

® Trusted Tanium Servers



® Zone Server Hub

12 - Admin Cadence

e Daily, Weekly, Monthly & Quarterly Items
13 - TanOS Basic Admin Tasks

® TanOS Menu Introduction

e Appliance Page

e Adding and Managing SSH Keys

® Managing Users

14 - Running a TSG and Sending

® Introduction to Tanium Support Gatherer (TSG)
® Running a TSG

15 - TanOS Failover PostgresDB

® TanOS Failover Conditions

® Restoring HA Configurations



