
 

 

DATASHEET | 1 
 

C O U R S E  D A T A S H E E T  

VMware Workspace ONE: Unified 
Endpoint Mgmt Troubleshooting, 
Adv Integration, and Design Fast 
Track 
 

Course Overview 

In this five-day, extended hour course, you learn how to navigate and manage the VMware Workspace ONE® Access™ 

console (formerly known as the VMware Identity Manager™ console). Through a combination of hands-on labs, 

simulations, and interactive lectures, you learn to investigate, analyze, and determine issues that might occur with all the 

different components of the VMware Workspace ONE® UEM (Unified Endpoint Management) platform.  

You configure enterprise and productivity integration, Digital Workspace integration, authentication methods, access 

policies, web and virtual resource integrations, VMware Carbon Black, and Single Sign-On for a web resource. The course 

addresses the principles of identity, endpoint security, and access management.  

You learn the fundamentals of VMware Workspace ONE® solution design. The course addresses general solution design 

logics and process flow and addresses Workspace ONE UEM use cases. You learn to identify the phases of a Workspace 

ONE solution design and delivery, review areas of Workspace ONE use cases, and learn how to create solution designs.  

You will leave the training with the skills and knowledge needed to implement the Workspace ONE solution to deliver the 

Digital Workspace experience and to create your Digital Workspace transformation. 

Course Objectives 

By the end of the course, you should be able to meet the following objectives: 

• Summarize general troubleshooting logic for Workspace ONE UEM 

• Identify and address common console issues 

• Anticipate typical Workspace ONE integration challenges 

• Outline best practices for endpoint, email, application, and content troubleshooting 

• Outline and describe the authentication methods supported by Workspace ONE Access 

• Summarize how to use Kerberos and SAML authentication protocols in Workspace ONE 

• Explain application single sign-on  

• Outline Office 365 and Azure AD integration with Workspace ONE  

• Summarize Okta integration and Workspace ONE Access as an IdP 

• Outline the benefits of AD FS and PING integration 

• Explain the purpose of identity bridging and IdP chaining 

• Compare and contrast traditional versus modern PC Lifecycle Management  

• Integrate VMware Horizon® with Workspace ONE Access 

• Describe the benefits of implementing VMware Workspace Security™  

• Outline high-level Workspace ONE design methods and architecture types  

• Determine the appropriate digital workspace use case for your organization 
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• Summarize the key components of logical and physical design  

• Outline the phases of Workspace ONE delivery  

Target Audience 

Workspace ONE administrators, experienced mobility and identity administrators, account managers, solutions architects, 

solutions engineers, sales engineers, and consultants  

Prerequisites 

This course requires completion of one of the following courses: 

• VMware Workspace ONE: Deploy and Manage [V20.x] 

OR 

• VMware Workspace ONE: Skills for Unified Endpoint Management [V20.x] and VMware Workspace ONE: Integrating 

the Digital Workspace [V20.x] 

 
Course Delivery Options 

• Classroom 

• Live Online 

• Onsite 

Product Alignment 

• Workspace ONE 20.x 

• Workspace ONE UEM 20.x 

• VMware Workspace ONE® Access™ 20.x 

• VMware Horizon 7.x 

• VMware Unified Access Gateway™ 3 

https://mylearn.vmware.com/mgrReg/courses.cfm?ui=www_edu&a=one&id_subject=88900
https://mylearn.vmware.com/mgrReg/courses.cfm?ui=www_edu&a=one&id_subject=88900
https://mylearn.vmware.com/mgrReg/courses.cfm?ui=www_edu&a=one&id_subject=88900
https://mylearn.vmware.com/mgrReg/courses.cfm?ui=www_edu&a=one&id_subject=88925
https://mylearn.vmware.com/mgrReg/courses.cfm?ui=www_edu&a=one&id_subject=88929
https://mylearn.vmware.com/mgrReg/courses.cfm?ui=www_edu&a=one&id_subject=88929
https://mylearn.vmware.com/mgrReg/plan.cfm?plan=38045&ui=www_edu


 

 
 

 
 

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com 
© 2020 VMware, Inc. All rights reserved. The product or workshop materials is protected by U.S. and international copyright and intellectual property laws. VMware products are covered by one or more patents listed 

at http://www.vmware.com/download/patents.html. VMware is a registered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions. All other marks and names mentioned herein may be 

trademarks of their respective companies. 
 
VMware warrants that it will perform these workshop services in a reasonable manner using generally accepted industry standards and practices. THE EXPRESS WARRANTY SET FORTH IS IN LIEU OF ALL OTHER WARRANTIES, 
EXPRESS, IMPLIED, STATUTORY OR OTHERWISE INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO THE SERVICES AND DELIVERABLES 
PROVIDED BY VMWARE, OR AS TO THE RESULTS WHICH MAY BE OBTAINED THEREFROM. VMWARE WILL NOT BE LIABLE FOR ANY THIRD-PARTY SERVICES OR PRODUCTS IDENTIFIED OR REFERRED TO 
CUSTOMER. All materials provided in this workshop are copyrighted by VMware ("Workshop Materials"). VMware grants the customer of this workshop a license to use and make reasonable copies of any Workshop Materials strictly for 
the purpose of facilitating such company's internal understanding, utilization and operation of its licensed VMware product(s). Except as set forth expressly in the sentence above, there is no transfer of any intellectual property rights or 
any other license granted under the terms of this workshop. If you are located in the United States, the VMware contracting entity for the service will be VMware, Inc., and if outside of the United States, the VMware contracting entity will 
be VMware International Limited. 

VMWARE SKU: EDU-WS1DITSFT20-OE        REV. 12/2020 

VMware Workspace ONE: Unified Endpoint Mgmt. Troubleshooting, Adv Integration, and Design Fast Track 

Course Modules 

1 Course Introduction 

• Introductions and course logistics 

• Course objectives 

2 Fundamentals of Workspace ONE UEM 
Troubleshooting 

• Summarize the general logic of Workspace ONE 

UEM issue troubleshooting  

• Classify Workspace ONE UEM issues  

• Describe when and why to use logs for 

troubleshooting  

• Compare the different log levels  

• Identify the key factors of log collection  

• Summarize the workflow topology of each 

Workspace ONE UEM productivity and integration 

component 

3 Workspace ONE UEM Console Troubleshooting 

• Outline the best practices for Workspace ONE UEM 

console issue troubleshooting  

• Identify common Workspace ONE UEM console 

issues  

• Troubleshoot Workspace ONE reporting issues  

• Troubleshoot issues related to Group Management 

and Assignments   

• Troubleshoot issues related to System Settings and 

Admin Roles  

• Use the Console Event log for Workspace ONE 

UEM console issue troubleshooting  

• Collect and analyze Workspace ONE UEM console 

logs 

4 Workspace ONE UEM Endpoint Troubleshooting 

• Summarize the endpoint connection topologies of 

different endpoint platforms 

• Describe endpoint troubleshooting best practices 

• Identify common endpoint issues 

• Summarize the general troubleshooting logic for 

resolving an endpoint enrollment issue 

• Validate enrollment settings for endpoint 

enrollment 

• Troubleshoot endpoint connectivity issues 

• Validate the Hub Settings in the Workspace ONE 

UEM console 

• Summarize the general logic of troubleshooting 

profile lifecycle management issues 

• Outline common compliance policy lifecycle 

management issues 

• Summarize the key factors in collecting and 

analyzing Workspace ONE UEM Device Services 

logs and targeted logging 

• Identify the categories and logging levels of certain 

Device Event log entries 

• Troubleshoot DEP enrollment issues 

5 Workspace ONE UEM Enterprise Integration 
Troubleshooting 

• Summarize the best practices of Workspace ONE 

UEM Enterprise Integration issue troubleshooting  

• Identify common Enterprise Integration issues  

• Troubleshoot issues related to AirWatch Cloud 

Connector  

• Troubleshoot issues related to Directory Services 

integration  

• Troubleshoot issues related to Certificate Authority 

Integration  

• Troubleshoot issues related to Workspace ONE 

Access integration in the Workspace ONE UEM 

console 

6 Workspace ONE UEM Email Troubleshooting 

• Summarize the general troubleshooting logic of 

resolving Email Management issues  

• Identify common email issues  

• Troubleshoot issues related to email profile and 

VMware Workspace ONE® Boxer settings  

• Troubleshoot VMware AirWatch® Secure Email 

Gateway™ related issues  

• Troubleshoot PowerShell integration related issues  

• Troubleshoot issues related to Email Compliance 

Policy  

• Troubleshoot issues related to Email Notification 

Service  

• Outline the steps of collecting AirWatch Secure 

Email Gateway logs and email server logs  

7 Workspace ONE UEM Application Troubleshooting 

• Summarize the best practices of Application 

Management issue troubleshooting  

• Identify common Application Management issues  

http://www.vmware.com/
http://www.vmware.com/download/patents.html


 

 
 

 
 

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com 
© 2020 VMware, Inc. All rights reserved. The product or workshop materials is protected by U.S. and international copyright and intellectual property laws. VMware products are covered by one or more patents listed 

at http://www.vmware.com/download/patents.html. VMware is a registered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions. All other marks and names mentioned herein may be 

trademarks of their respective companies. 
 
VMware warrants that it will perform these workshop services in a reasonable manner using generally accepted industry standards and practices. THE EXPRESS WARRANTY SET FORTH IS IN LIEU OF ALL OTHER WARRANTIES, 
EXPRESS, IMPLIED, STATUTORY OR OTHERWISE INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO THE SERVICES AND DELIVERABLES 
PROVIDED BY VMWARE, OR AS TO THE RESULTS WHICH MAY BE OBTAINED THEREFROM. VMWARE WILL NOT BE LIABLE FOR ANY THIRD-PARTY SERVICES OR PRODUCTS IDENTIFIED OR REFERRED TO 
CUSTOMER. All materials provided in this workshop are copyrighted by VMware ("Workshop Materials"). VMware grants the customer of this workshop a license to use and make reasonable copies of any Workshop Materials strictly for 
the purpose of facilitating such company's internal understanding, utilization and operation of its licensed VMware product(s). Except as set forth expressly in the sentence above, there is no transfer of any intellectual property rights or 
any other license granted under the terms of this workshop. If you are located in the United States, the VMware contracting entity for the service will be VMware, Inc., and if outside of the United States, the VMware contracting entity will 
be VMware International Limited. 

VMWARE SKU: EDU-WS1DITSFT20-OE        REV. 12/2020 

VMware Workspace ONE: Unified Endpoint Mgmt. Troubleshooting, Adv Integration, and Design Fast Track 

• Troubleshoot issues related to Public Application 

management lifecycle  

• Troubleshoot issues related to Internal Application 

management lifecycle  

• Troubleshoot issues related to Apple Volume 

Purchase Program  

• Troubleshoot issues related to Windows Store for 

Business  

• Troubleshoot issues related to Per-App VPN 

• Collect and analyze Per-App Tunnel log 

8 Workspace ONE UEM Content Troubleshooting 

• Summarize the best practices of Content 

Management issue troubleshooting  

• Identify common Content Management issues  

• Troubleshoot issues related to VMware AirWatch® 

managed content management  

• Troubleshoot issues related to Content Gateway  

• Collect and analyze Content Gateway logs  

• Troubleshoot issues related to Admin Repository  

• Troubleshoot issues related to User Repository  

• Troubleshoot issues related to Workspace ONE 

Content Application 

9 Advanced Authentication Methods 

• Outline the authentication methods supported by 

Workspace ONE 

• Describe the workflow of: 

o Password Authentication 

o SAML Authentication 

o OAuth2.0 Authentication  

o OpenID Connect Authentication  

o WS-Fed Authentication  

o Certificate Authentication  

o Kerberos Authentication  

o Multifactor Authentication  

10 Single Sign-On for Applications 

• Summarize the application Single Sign-On 

workflows 

• Configure web application SSO with SAML protocol  

• Configure web application SSO with OpenID 

Connect protocol  

11 Mobile Single Sign-On (SSO) 

• Describe the benefits of using Mobile SSO 

• Outline the workflow of iOS and Android Mobile 

SSO 

• Configure Mobile SSO for iOS native applications 

• Configure Mobile SSO for Android native 

applications  

12 Azure AD and Office 365 Integration 

• Describe the benefits of configuring Azure AD and 

Office 365 SSO with Workspace ONE 

• Outline the use cases of integrating Azure AD with 

Workspace ONE 

• Outline the steps of configuring Office 365 SSO with 

Workspace ONE Access 

• Outline the steps of integrating Azure AD with 

Workspace ONE UEM 

• Outline the steps of configuring and managing 

VMware Horizon® Cloud Service ™ on Microsoft 

Azure 

13 Integration with Okta 

• Describe the benefits of integrating Okta with 

Workspace ONE 

• Summarize the Okta Integration options when Okta 

is configured as the identity provider and service 

provider  

• Outline the workflow of Okta integration for various 

use cases  

• Outline the steps of configuring Okta integration for 

various use cases  

• Complete various Okta integration settings in the 

Workspace ONE console and Okta console  

14 Additional 3rd Party IdP Integration 

• Summarize the benefits of integrating with AD FS 

and PING as 3rd party identity providers  

• Outline the steps of integrating with AD FS and 

PING 

• Configure a 3rd party identity provider in the 

Workspace ONE Access console  

• Configure authentication methods for the integrated 

3rd party identity providers  

• Modify access policies to accommodate the 

integrated 3rd party identity providers  

15 Advanced Configurations 

• Identify advanced Workspace ONE use cases  

http://www.vmware.com/
http://www.vmware.com/download/patents.html
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• Describe the workflow of UAG identity bridging  

• Outline the steps of incorporating IP restrictions into 

Conditional Access  

• Describe the workflow of identity provider chaining  

16 Integrating VMware Horizon into Workspace ONE 

• Recognize the features and benefits of VMware 

Horizon 

• Describe the conceptual and logical architecture of 

VMware Horizon 

• Define a use case for your virtual desktop and 

application infrastructure 

• Convert customer requirements to use case 

attributes 

17 Workspace ONE Intelligence Advanced  

• Outline the VMware Workspace ONE® Trust 

Network partners  

• Describe the benefits of integrating with Workspace 

ONE Trust Network partners 

• Outline common and complex Workspace ONE 

Intelligence use cases  

• Create various dashboards in VMware Workspace 

ONE® Intelligence™ to monitor the entire device 

lifecycle  

• Integrate Workspace ONE Intelligence with 

Workspace ONE Trust Network solution providers  

18 Integrating with VMware Carbon Black 

• Outline the main features of VMware Carbon Black  

• Describe the benefits of using VMware Carbon 

Black  

• Navigate the VMware Carbon Black Cloud™ console  

• Outline the features of VMware Carbon Black 

Defense  

• Outline the features of VMware Carbon Black 

LiveOps 

• Deploy sensors to endpoints  

• View and manage alerts in the VMware Carbon 

Black console  

• Integrate VMware Carbon Black with Workspace 

ONE Intelligence  

• Use VMware Carbon Black data for analysis and 

automation 

19 Workspace ONE Design Fundamentals 

• Outline the high-level Workspace ONE product 

design methods 

• Outline the available Workspace ONE architecture 

types 

• Outline the phases of End User Computing (EUC) 

solution design 

• Describe the difference between a logical design 

and a physical design 

20 Identifying Use Cases 

• Determine the key business drivers and use cases  

• Determine the right use cases for your Workspace 

ONE solution deployment  

• Outline the common types of user experience  

• Match use cases with Workspace ONE components  

• Match user experience with technology and 

integrations 

21 Creating Logical and Physical Designs 

• Design the high-level logical solution architecture  

• Validate the logical architecture  

• Identify the hardware, software, and network 

requirements for the required Workspace ONE 

components  

• Create the physical architecture  

• Document the physical requirements for the 

physical design  

• Collect the requirements for required integrations  

• Validate the physical architecture  

22 Workspace ONE Delivery  

• Create Workspace ONE solution deployment 

phases  

• Determine project milestones  

• Create an execution plan for the Workspace ONE 

solution deployment 

• Determine validating standards for Workspace ONE 

solution deployment validation  

• Design an appropriate Workspace ONE solution 

roll-out plan for end users  

http://www.vmware.com/
http://www.vmware.com/download/patents.html
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Contact 

If you have questions or need help registering for this 

course, click here. 

http://www.vmware.com/
http://www.vmware.com/download/patents.html
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