Duration:- 5 days

Securing Networks With Cisco Firepower Threat Defense NGFW - FIREPOWER200
(Security) Course Outline

Cisco Firepower Threat Defense Overview
Cisco Firepower System Setup

QoS and NAT Implementation

Cisco Firepower Discovery

Access Control Policy Prerequisites
Implementing Access Control Policies
Security Intelligence

AMP for Networks Malware Protection
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Next-Generation Intrusion Prevention Systems
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. Network Analysis Policies

11. Detailed Analysis Techniques

12. System Administration

13. Cisco Firepower Threat Defense Troubleshooting

14. Lab

a. Connect to the Lab Environment

b. Navigate the Cisco Firepower Management Center GUI
c. Device Management

d. Implementing QoS and NAT

e. Configuring Network Discovery

f.  Implementing an Access Control Policy
g. Implementing Security Intelligence
h. AMP for Networks Malware Protection
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Implementing NGIPS
j.  Performing Detailed Analysis
k. System Administration

1. Cisco Firepower Troubleshooting



