Deploying Cisco ASA VPN Solutions
Course Content

e Cisco ASA Adaptive Security Appliance VPN Architecture and
Common Components

e Evaluating the Cisco ASA Adaptive Security Appliance VPN
Subsystem Architecture

e Implementing Profiles, Group Polices, and User Polices

e Implementing PKI Services

e Cisco ASA Adaptive Security Appliance Clientless Remote Access
SSL VPN Solutions

e Deploying Basic Clientless VPN Solutions

e Deploying Advanced Applications Access for Clientless SSL VPNs

e Customizing the clientless SSL VPN User Interface and Portal

e Cisco Any connect Remote Access SSL Solutions

e Deploying a Basic Cisco AnyConnect Full-Tunnel SSL VPN
Solution

e Deploying an Advanced Cisco Anyconnect Full-Tunnel SSL VPN
Solutions

e Deploying Advanced Authentication, Authorization, and
accounting in Cisco Full-Tunnel VPNs

e Cisco ASA Adaptive Security Appliance Remote Access IPSec
VPNs

e Deploying Cisco Remote Access VPN Clients

e Deploying Basic Cisco Remote Access IPSec VPN Solutions
e Deploying Basic Site — Site IPSec VPNs

e Deploying Advance Site — Site IPSec VPNs

e Endpoint Security and High Availability for Cisco ASA VPNs
e Implementing Cisco Secure Desktop and DAP for SSL VPNs



e Deploying High — Availability Features in Cisco ASA Adaptive
Security Appliance VPNs



