
Course Name: Protecting Against Malware Threats with Cisco AMP for 

Endpoints (SSFAMP) v6.0 

 

Outline: 

• Introducing to Cisco AMP Technologies 

• Introducing AMP for Endpoints Overview and Architecture 

• Navigating the Console Interface 

• Using Cisco AMP for Endpoints 

• Identifying Attacks 

• Analyzing Malware 

• Managing Outbreak Control 

• Creating Endpoint Policies 

• Working with AMP for Endpoint Groups 

• Using Orbital for Endpoint Visibility 

• Introducing AMP REST API 

• Navigating Accounts 

Lab outline 

• Amp Account Self-Registration 

• Accessing AMP for Endpoints 

• Attack Scenario 

• Analysis Tools and Reporting 

• Outbreak Control 

• Endpoint Policies 

• Groups and Deployment 

• Testing Your Configuration 

• Endpoint Visibility Using Orbital 

• REST API 

• Endpoint Isolation Using Cisco AMP API 

• User Accounts 

 


