MS-100T03-A: Microsoft 365 Identity Management

Course outline

Module 1: Manage User Security Groups and Licenses for Cloud Identities

Lessons

e User Accounts and Licenses in Microsoft 365
e Admin Roles and Security Groups in Microsoft 365
e Password Management in Microsoft 365

Lab : Managing your Microsoft 365 Identity environment

o Exercise 1: Setting up your lab environment

e Exercise 2: Managing your Microsoft 365 identity environment using the Microsoft 365
admin center

e Exercise 3: Managing your Microsoft 365 identity environment using Windows
PowerShell

Module 2: Plan and Implement Identity Synchronization

Lessons

e Introduction to Identity Synchronization
e Planning for Azure AD Connect

e Implementing Azure AD Connect

e Managing Synchronized Identities

Lab : Implementing Identity Synchronization

e Exercise 1: Setting up your organization for identity synchronization
e Exercise 2: Implement Identity Synchronization

Module 3: Planning and Implementing Federated Identities

Lessons

e Introduction to Federated Identities
e Planning an AD FS Deployment
e Implementing AD FS



Module 4: Implementing Applications and External Access

Lessons

e Implementing Applications in Azure AD
e Configuring Azure AD Application Proxy
e Designing Solutions for External Access



