
 
 

Managing Apple Devices:  macOS High Sierra 10.13 and iOS 11. 
Course Content 

Lesson 1 Introduction  
 

 Prerequisites 

 Learning Methodology 

 Lesson Structure 

 Exercise Setup 

 

Lesson 2 Apple Management Concepts 

 Understanding Apple’s Goals   

 Device Management and Supervision  

 Apple ID Considerations  

 iCloud in Managed Environments   

 Apple Deployment Programs   

 Deployment Scenarios   

 

Lesson 3 Infrastructure Considerations 

 
 Network Considerations   

 Security Considerations   

 Physical Logistics  

 Support Options   

 

Lesson 4 OS X Server 5 on macOS High Sierra 

 
 OS X Server Benefits  

 OS X Server Setup  

 SSL Certificates   

 

Lesson 5 Caching Service 

 
 Caching Service Architecture  

 Caching Service Setup   

 Caching Service Troubleshooting   

 

 

 

 



Lesson 6 Configuration and Profiles 

 
 Understanding Profiles   

 Profile Manager Setup   

 

Lesson 7 Mobile Device Management 

 
 Mobile Device Management Architecture 

 Profile Manager Device Management 

 User-Initiated Enrollment 

 Profile Manager Inventory and Organization 

 Profile Manager Administrative Tasks 

 Automatically Pushing Profiles 

 

Lesson 8 Out-of-the-Box Management via Apple Programs for Device Enrollment 

 
 Introduction to Apple Programs for Device Enrollment  

 Integrate the DEP with Profile Manager 

 Configure DEP and Apple School Manager Assignments 

 in Profile Manager  

 Troubleshooting the Enrollment Process  

 Configure Profile Manager for the Device 

 Enrollment Program 

 Assign Devices to an MDM Service 

 Create and Manage Device Enrollments 

 

Lesson 9 Activation Lock Management 

 
 Activation Lock Introduction 

 Manage Activation Lock  

 Observe Activation Lock on an Unsupervised Device 

 Control Activation Lock on a Supervised Device 

 

Lesson 10 VPP-Managed Apps and Books 

 Volume Purchase Program Essentials 

 VPP Service Enrollment and Administration  

 Integrate VPP with Profile Manager  

 

Lesson 11 Preparing, Configuring, and Managing iOS Devices 

 About Apple Configurator 2 

 Apple Configurator 2 Planning 

 Apple Configurator 2 Installation and Setup 

 Get Apple Configurator 2 



 Use Configuration Profiles 

 Prepare iOS Devices 

 Create and Use Blueprints 

 Organize Devices 

 Back Up and Restore iOS Devices 

 Automate Device Management 

 

 

Lesson 12 Apple Configurator 2: Preparing, Configuring, and Managing iOS Devices 

 Considerations for Managing Apps with Apple Configurator 2 

 Manage Apps and Documents via Apple Configurator 2 

 Update Apps Deployed via Apple Configurator 2 

 Single App Mode 

 

Lesson 13 User Data and Services 

 User Content Considerations 

 

Lesson 14 Managing Access 

 Managed Open In 

 Limit Access to Content and Services 

 

Lesson 15 Develop a Management Plan 

 Define Requirements 

 Consider Third-Party Solutions 

 Develop a Management Plan 

 


